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Abstract:  As one of the most important problems in cryptography, the design and analysis of stream ciphers has
always been a hot and central research topic. In the 40's of last century, Shannon proved in theory that the
one-time pad cipher is secure in the ciphertext-only scenario, and triggered the fervor in stream ciphers. Since
then, how to generate the keystreams which look like the purely random sequences as close as possible becomes
the key point. As a result, many stream ciphers based on linear feedback shift registers (LFSR) are proposed, e.g.,
GSM A5/1 and Bluetooth encryption algorithm EO. At the same time, the design paradigm like RC4 based on
random shuffles has also appeared. After the European NESSIE and eSTREAM projects, the design of stream
ciphers gets more and more diversified. Many algorithms based on nonlinear feedback shift register (NFSR) and
the confusion and diffusion principle in block ciphers have been proposed, which have good resistance against
(fast) correlation and (fast) algebraic attacks. This paper first reviews the development history of the design and

 EETH: BREARIEEELTE (61572482); ER E SR FUR BIUE (973 1%1)(2013CB338002)
Wik HHH: 2016-10-20 & Fs H #H: 2016-11-24



528 Journal of Cryptologic Research %% 3R Vol.3, No.6, Dec. 2016

analysis of stream ciphers, and then reviews certain crucial technical methods with the latest research
achievements, and some problems need to be solved in this direction. Finally, we try to foresee the future research
directions in stream ciphers.
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