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BI%5 =—EDESH)
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« ZRMNEBENREREDNSHITRINE, SXMERAENEH
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1. SEMES = EDESH;
WWEDES

« HHEEBR T “meet-in-the-middle attack”
2DES(K,|| K3, M) = DES(K,, DES(K,, M))
2DES (K ||K2,C) = DES™!(K;,DES™!(K,,C))

DES™!(K,,C,) = DES(K,, M)

« HERXY (M,C)

« FBFTA AR AN E I SIMAHE S RARIRRE (Hash) 72fgiesk
- AERFTE T EPREEXC, SHIENTEE
. GRS




1. SEMES = EDESH;
WWEDES

o FRERIBIE “meet-in-the-middle attack”

MinM pgs (M, 01)
for i=1,...,2% do L[i] < DES(T;, M;)
for j=1,..., 2°6 do R[j] «+ DES™'(T},C")
S —{(@J) : LliJ = R[j] }

Pick some (I,r) € S and return T;||7,

For any (i,7) € S we have
DES(T;, My) = L[i] = R[j] = DES™ (T}, C})

o EANTM,C)XIHY, =(E)2112, SEERAREYES (B8] 264
« HEM DB, HEER2112-128




1. ZEN®S5 =—&EDESH)
— EBDESEA(2T#1R)
« [FRAMTEA
C = E(K,, D(K,, E(K,, P)))
P = D(K,, E(K,, D(K, €)))

« HEl, 2B X3DESRYFIITRIG

o DA TEIAEIEINEANSI X9.17F11SO8732




1. ZENNES =&EDESHE;
—EDESEE(21ER4R)

« BREIN
- PLFEBRCS0
* For K1=0~256
« 1%A=0, BKy, RHP
« KHC, KHB
* For Ko=0~256
¢ IXA=0, HK>, KB

Encryption
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P; = D(i, a) P G
« 2.2. RF1EPI, MK
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e 2.3. 3BIIAK2, HiZBHF
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1. ZENNRE =EDESH;
—EBDESEABTETH)

« 21BN =EDESE/ASILANIIL

C = E(K3, D(K,, E(K;, P)))

* PGP

« S/IMIME




&L
g4 (ECB)

Electronic CodeBook

BN 5 HH9%¥% (CBC)
Cipher Block Chaining

X 15 (CFB)
Cipher FeedBack

i = 15 (OFB)
Output FeedBack

18428 (CTR)
Counter

2. 7 HEBR TIFRC

faER ERAY N A

cipher = out
L EBAMEIE, A5

in = plain
cipher = out H[@DHENBERER;
in = plain @ outprey TAIE
outly ~ cipher = out & plain  mEE S ALEMAER;
sfl in = cipher,,., © shift NI
outBl  cipher = out @ plain N R
A | = outprev RS EEH
cipher = out @ plain  E@EYENBRER:
in = counter BIEEK

\textrm{in} = \textrm{plain} \oplus \textrm{out}_{\textrm{prev}}
\textrm{cipher} = \textrm{out} \oplus \textrm{plain}

\textrm{in} = \textrm{cipher}_{\textrm{prev}}

\textrm{in} = \textrm{counter}

\textrm{in} = \textrm{cipher}_{\textrm{prev}} \oplus \textrm{shift}

\textrm{in} = \textrm{cipher}_{\textrm{prev}}




2. DHERBH TERTL
A9 (ECB)

[P ]
. ERR ]
CipheI‘ — Out ln — plaln |_> Encrypt |—> Encrypt
PR o] ]
(a) Encryption
BETRERDRIE)
. Bl D A

« K)BENRIBE
s YHAEERER

(b) Decryption|
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- JNEAIE

cipher = out  in = plain @ outpyey
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]

[z 1
Y Y
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I—y Encrypt I—> Encrypt
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(a) Encryption
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L} Decrypt L} Decrypt
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(b) Decryption
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2. D HEAIRI TIFRT,

22V 215 (CFB
L1
o INEMIE
HX 1 ‘4— Y
SYIVA Shift register
cipher = out & plain i i L ”"f Lbi
in = cipher @ shift
P prev |—> Encrypt |—> Encrypt
t|:‘__r/\\\ Select| Discard Select| Discard
s bits| b —s bits s bits| b —s bits

RIS

« TERMEES

(a) Encryption




2. DHBRAEIN TERRT,
& (CFB)

ES
3
X1

D Y
Shift register Shift register
b—sbitsgs bits b—s bitsgs bits
K K K K
I—y Encrypt I—> Encrypt I_> Encrypt I—> Encrypt
A A
Select| Discard Select| Discard Select| Discard Select| Discard
s bits s bits| b —s bits fb?t% s bits| b — s bits
s bits s bits
Y Y Y Y
D D P—-1<]
s bits
Y Y
[ —— (1]
s bits s bits s bits s bits

(a) Encryption (b) Decryption




2. D HEAIRI TIFRT,

2R\ age g i K y K \
¢ 7] D Ll—lz—l\ /} I |J *EE E I—> Encrypt I—) Encrypt
cipher = out ® plain e
) | !
N = OoUtprey D D
—— ——
=
¢ I‘Tﬂ' /\E\\ (a) Encryption
K A K

« SCFBEI L N e

» RRNRMER A REEME

i j:}_}_].u \;% l%\ E}zﬁ h—%h- EQ IQ ﬁ_lt Z: gl:l C F B (b) Decryption
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2. 71

B TERRTC

1T#822 (CTR)

- JNEAIE

cipher = out & plain
in = counter

* R
o FTIE. FRALIE. BEVIES
« FIIEERLZ

. e

"9 "9
Y Y
| Cy | | C; |
(a) Encrvotion
.........................................
Counter 1 Counter 2
K v K \4

(b) Decryption
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R I0%2 (Disk Encryption)
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il

« SR

Disk encryption methods aim to provide three distinct properties:

The data on the disk should remain confidential.
Data retrieval and storage should both be fast operations, no matter where on the disk the data is stored.
The encryption method should not waste disk space (i.e., the amount of storage used for encrypted data should not be significantly larger than the size of plaintext).



2. DA TR
R I0%2 (Disk Encryption)

cipher = out  in = plain @ outpyey

CBCHYTRE w 2 7 1]

/ v

9 oD

“V

K y K \

?(D yé'\ 1E | V E—]- ¥D’j ijﬂ\” |_> Encrypt |—> Encrypt

B BT A 7K El]
(watermark) o — 3

(a) Encryption

b1 ©IV) =by @ IV5

CBC suffers from some problems. For example, if the IVs are predictable, then an adversary may leave a "watermark" on the disk, i.e., store a specially created file or
combination of files which is identifiable even after encryption. The exact method of constructing the watermark depends on the exact function providing the IVs, but the
general recipe is to create two encrypted sectors which have identical first blocks b 1 \scriptstyle b_{1} and b 2 \scriptstyle b_{2}; these two are then related to each other
byb1®lV1=Db2®IlV2\scriptstyle b_{1}\,\\oplus \,IV_{1}\;=\;b_{2}\\\oplus \,IV_{2}. Thus the encryption of b 1 \scriptstyle b_{1} is identical to the encryption of b 2
\scriptstyle b_{2}, leaving a watermark on the disk. The exact pattern of "same-different-same-different" on disk can then be altered to make the watermark unique to a
given file.

To protect against the watermarking attack, a cipher or a hash function is used to generate the IVs from the key and the current sector number, so that an adversary
cannot predict the IVs. In particular, the ESSIV approach uses a block cipher in CTR mode to generate the IVs.



2. DHEBR TFRT\
W =028 (Disk Encryption)
* Encrypted salt-sector initialization vector (ESSIV)
« FTAE/IV

o SN=Sector Number
e s=hash(K)

IV(SN) = Es;(SN)
» Malleability attack

« B BAIAX
« BREEIATRME: BIR1 1D HP IR F18E 2R

ESSIV[1] is a method for generating initialization vectors for block encryption to use in disk encryption. The usual methods for generating Vs are predictable sequences
of numbers based on, for example, time stamp or sector number, and permits certain attacks such as a watermarking attack. ESSIV prevents such attacks by generating
IVs from a combination of the sector number SN with the hash of the key. It is the combination with the key in form of a hash that makes the IV unpredictable.

Malleability attack[edit]
While CBC (with or without ESSIV) ensures confidentiality, it does not ensure integrity of the encrypted data. If the plaintext is known to the adversary, it is possible to

change every second plaintext block to a value chosen by the attacker, while the blocks in between are changed to random values. This can be used for practical attacks
on disk encryption in CBC or CBC-ESSIV mode.[4]



2. DA TR
R I0%2 (Disk Encryption)

e XTS-AES

» XEX-based tweaked-codebook mode with
ciphertext stealing

« ZRNF
e Mac OS X Lion's FileVault 2

« Windows 10's BitLockerZs

XTS is supported by BestCrypt, Botan, dm-crypt, FreeOTFE, TrueCrypt, VeraCrypt,[12] DiskCryptor, FreeBSD's geli, OpenBSD softraid disk encryption software,
OpenSSL, Mac OS X Lion's FileVault 2, and Windows 10's BitLocker.[13]
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o XTS-AES

« WHERE: KHEPTUBRIREENX, 1
o HIEERECHAIG)
« IR X INEICRZAYTHI)
* WAMRONLE RV EE ]




2. DAY TIERRT\
W= 1n%% (Disk Encryption)
« XTS-AES &3k
© BXNIZ5HENXA/NMER, MMAEZ RN
s BUEDHPIRIRTAR), BEGMIL
* MEBEDHEKR/NNI6FT
« REEREMITEE (BT EESHIOMLE)
- FEMIE HEBX ==) BXFE

- FatnENNERIRE R UHE#EA
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W =028 (Disk Encryption)
« XTS-AES B3 HNINE
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Key, \
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| AES T ‘CD
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Encrypt Key,

(a) Encryption
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M2 0% (Disk Encryption)
+ XTS-AES B4 AR B
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(a) Encryption




2. RIS TIERRT(
M2 0% (Disk Encryption)

« XTS-AES 25 HRINNE B4
12811 12811 -
I i I a’ I P; [ 1281LL

B . |

y
| AES /T
12811 or Encrypt '\JPP ﬁ
256117 4 ’
AES « 128117 or

Encrypt Key, 9 56@[

(a) Encryption 12811




2. D HBIEH TERT
W =028 (Disk Encryption)
« XTS-AES 25 HMIINE

AR5 - .
Key, l
L[ aEs T AN
Encrypt I

A EHEUE HEPX ==) BXAE Encrypt

Key,

(a) Encryption
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M2 0% (Disk Encryption)

£ (RR7T) B

« XTS-AES B HIINNE GF(2)BiaE

Key, l
| AES T A
Encrypt %

FEISENIE EEAY ==) BXFE (EMUCTR) —

Key,

(a) Encryption
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« XTS-AES B0 HIINE
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Key,

L

Y
AES T
Encrypt

FoRRS IR

(a) Encryption
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W =028 (Disk Encryption)
« XTS-AES B HNIZE

J
v K v
|_> AES > tf A |_> AES T
E p N % PP Encrypt
AES
j——— AES

Encrypt K Decrypt <k
B G

Y

[ 1 7 ]
(a) Encryption

(b) Decryption




2. D HBIEH TERT
W =028 (Disk Encryption)
. XTS-AES EER Fropnss S

Block encryption: XTS-AES-blockEnc(K, P;, i, )
Block decryption: XTS-AES-blockDec(K, C;, i, j)

7]

| P, | P, p,| cp
YY
i,0 i1 i, m-1 iym
XTS-AES |_> XTS-AES |_> XTS-AES XTS-AES
block block o o o block block
encryption encryption encryption encryption
Y Y
[ o 1 [ 1]

(a) Encryption
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M2 0% (Disk Encryption)

« XTS-AES EEX _LaUMNE
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Key 7 Key Key l v Key
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(a) Encryption
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(a) Encryption
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3. MRS FIRC4
RC45;

FRSATE198742H, Ron Rivestizit
EE=RER=ERY

EIHARF-10100

BHEKENE, BOFPIRES

{FA 2 (web SSL/TLS, wireless WEP, WPA)
X3P 8IAY{E DA% EA LU FE AL B 1%
AEBRNERNER, 8X—1FD
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RC45;

o BRRBE
« B AIERKERH(1~256FT)
. i
. B MIRSEES
- SE256FT1, 184S5[0], S[1], ... S[255]
2. EREHM
« SHARNEFHER
o HSHRNZEM
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RC45;
1. ?‘D QA/Hf)’U(IL:\ ﬂES

/* Initialization */
for i = 0 to 255 do

S[i] = 1
T[i] = K[1i mod keylen];
Slo|l1]2|3]4 253(254|255
<«—Keylen——»
A A y y Y y * * y * *
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RIS FIRC4

RC48)

1. FR RSB ES

/* Initialization */

/* Initial Permutation of S */

_— j = 0;
fo’."l ‘.Ot° 255 do for i = 0 to 255 do
S[1] = 1; j = (3 + S[i] + T[i]) mod 256;
T[i] = K[1i mod keylen]; Swap (S[i]l, S[3jl);
eeooe T[i]ﬁ
» j=j+S[i] + TIi] >
SIi] S[jl

Swa
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3. mEMSFIRC4
RC4&;

/* Stream Generation */
i, J = 0;
while (true)
i = (1 + 1) mod 256;
j = (3 + S[i]) mod 256;
Swap (S[i], S[31);

A

A

t = (S[1] + S[j]) mod 256;
k = S[t];
J =J + S[i] >
S[l] oo S[j] XK S[t]
\ Swai)/ l
t = S[i] + S[j] >
k
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MBERZIRE IFEIE"RY

RC4EMENE, ANEEFHZRA

A+ 7802.11 % B E NI EZ 2 HAIWEPTHIX

« WEPSZ—HM5IE, RN ERCAEE, e

RCAH I N\ RIS

VAR R B IR




ML FIRCA4

Rcr“fm*/\w;
e NH
1997 WEP
2003/2004 WPA
e 1995 SSL
* 1999 TLS

« RIHER
2015 TLS

RC4 became part of some commonly used encryption protocols and standards, such as WEP in 1997 and WPA in 2003/2004 for wireless cards; and SSL in 1995 and its
successor TLS in 1999, until it was prohibited for all versions of TLS by RFC 7465 in 2015, due to the RC4 attacks weakening or breaking RC4 used in SSL/TLS. The
main factors in RC4's success over such a wide range of applications have been its speed and simplicity: efficient implementations in both software and hardware were

very easy to develop.
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o (B FEFIY IR

Fluhrer-McGrew biases

Mantin's ABSAB biases

The first one is that two consecutive bytes are biased towards certain values. These are commonly called the Fluhrer-McGrew biases.
The second type of biases is that a pair of consecutive bytes is likely to repeat itself. These are called the Mantin's ABSAB biases.



Probability

mERABAIRCA

RC4”"\£E’J*/\'I’“£

o [o)@l: Short-Term Biases

0.003936768
0.003929138 -
0.003921509 —
0.003913879
0.003906250 -
0.003898621 —
0.003890991 —
0.003883362 —
0.003875732
0.003868103

0.003860474

Distribution keystream byte 2

—> Pr[Z, = 0] = % [MS01]

\
|

T T T T T T T T T T T T T T T T
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 256

Keystream byte value
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|a)&R: Short-Term Biases
Distribution keystream byte 1

0.003921509 —

0.003917694 —

0.003913879 -
MVF”M/\“““’ I~
0.003910065 bN\»
f\f\
£ 0.003906250 - o\ A
\
I\

{
L
1
by
"\

0.003902435 — ‘
0.003898621
0.003894806 - |

0.003890991 —

0.003887177 —

T T T T T T T T T T T T T T T T T
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 256

Keystream byte value
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o [o)@l: Short-Term Biases

Distribution keystream byte 1

0003921509 AIFardan et al. ‘13:
first 256 bytes biased

0.003913879 |
|
i
|

0.003910065 | ’[\ /A\M
\

0.003906250 - | \V\A \
| \f\/ \/ﬂM, ‘V\

0.003902435 | | Mﬁw&w ‘\“
0.003898621 | | ‘\

0.003894806 4 |

Probability

0.003890991 -

0.003887177 —| |
T T T T T T T T T T T T T T T T T
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 256

Keystream byte value
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 [oJ@: Long-Term Biases

Fluhrer-McGrew (2000):
Some consecutive values are biased

Examples: (0,0) and (0,1)

Mantin’s ABSAB Bias (2005):
A byte pair (4, B) likely reappears

A B S5 A B
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« RC4 NOMORE attack (Usenix Security ’15)
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New Biases

(«@3

Plaintext Recovery

Break WPA-TKIP Attack HTTPS
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RC4 NOMORE attack (Usenix Security '15)

EX1BAX  (Assuming there’s surrounding known
plaintext)

o WPA-TKIPHEfZ: an hour

HTTPS-cookie: 75 hours, 9227 request, 4450 r/s

In 2015, security researchers from KU Leuven presented new attacks against RC4 in both TLS and WPA-TKIP.[55] Dubbed the Numerous Occurrence MOnitoring &
Recovery Exploit (NOMORE) attack, it is the first attack of its kind that was demonstrated in practice. Their attack against TLS can decrypt a secure HTTP cookie within
75 hours. The attack against WPA-TKIP can be completed within an hour, and allows an attacker to decrypt and inject arbitrary packets.
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« RC4 NOMORE attack (Usenix Security ’15)

* HTTPS attack (B1&: {ELHTTP request)
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64;

Trident/7.0; rv:11.0) like Gecko 7
Host: a.site.com

Connection: Keep-Alive
Cache-Control: no-cache

' Headers are

predictable

Cookie: auth€Z2?????????????2» P=aaaaaaaaaaaaaaaaa

Surrounded by known

plaintext at both sides
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« RC4 NOMORE attack (Usenix Security '15)

« HTTPS attack
a.site.com Client fake.site.com

@: HTTPS % .@ @

Remove & inject
secure cookies!
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« RC4 NOMORE attack (Usenix Security '15)

e HTTPS attack

STEP 2 l
Attacker captures the

encrypted requests p- A

Ehttps.//sﬂe.com R
\ n

STEP 1 ‘

likely cookies and
trles each one

STEP 3
Attacker computesJ

Attacker injects code
to generate requests
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« RC4 NOMORE attack (Usenix Security '15)

e http://www.rc4nomore.com

e video



http://www.rc4nomore.com
http://staff.ustc.edu.cn/~huangwc/crypto/The-RC4-NOMORE-Attack.mp4

vl

6.4 £ DES ) ECB X b, & TEF AT B P, B — Rk 1 RNR, W ST AR Y B SO L A
W, R, fE CBC B i XFGFRAY Bt thin, [ 6.4 el C, iR A MR 2l
AT PP,

(a) PLUGHTARREEQZ LM
(b) fBi& P ARRA (L RAE T #R. WXMHREY HESONH AT EUCERES
HRAH AR

6.8 f£8 fiffy) CFB MR p, H &P — M ECFRHRET — %, T HRGHEHEE?

6.5 X TRCAMEAER M ARRR, EESEMBUIETIBALER? NEX SHITVHRERE, SH
TENEERAFDAFT0E255?

6.10 7EiTig CTR BT, $2 3] w4 5 19 T 2GRS (E0IN 9 i BA S 4041 P 780 2 0, 3R 4 DO IR 8 3 40
HARA GRS RIS AR




