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本章要点
• 多重加密是将⼀一个加密算法多次使⽤用的技术，明⽂文通过加密算法转化
为密⽂文，然后将该密⽂文作为输⼊入重新执⾏行行加密算法，该过程可以重复
多次。 

• 三重DES(3DES)在三个阶段使⽤用DES算法，共⽤用到两组或三组密钥。 

• 选择⼯工作模式是⼀一项增强密码算法或者使算法适应具体应⽤用的技术。 

• 对称密码有5种⼯工作模式，电码本模式、密⽂文分组链接模式、密⽂文反
馈模式、输出反馈模式和计数器器模式。 

• 流密码是⼀一种对称密码算法，其输出密⽂文是由输⼊入明⽂文逐位或者逐字
节产⽣生的，RC4是应⽤用最⼴广泛的⼀一种流密码。
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本章内容

1. 多重加密与三重DES算法 

2. 分组密码的⼯工作模式 

3. 流密码和RC4
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1. 多重加密与三重DES算法 
动机

• DES的问题 ——穷举攻击 

• ⼀一种低成本的⽅方案： 

• 使⽤用已有的DES进⾏行行多次加密
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1. 多重加密与三重DES算法 
双重DES

• 多次加密的最简单形式是进⾏行行两次加密，每次使⽤用不不同的密钥 

• 加密： 

• 解密：
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Figure 6.1 Multiple Encryption

simplest example of this second alternative. We then look at the widely accepted
triple DES (3DES) approach.

Double DES

The simplest form of multiple encryption has two encryption stages and two keys
(Figure 6.1a). Given a plaintext and two encryption keys and , ciphertext 
is generated as

Decryption requires that the keys be applied in reverse order:

For DES, this scheme apparently involves a key length of bits, result-
ing in a dramatic increase in cryptographic strength. But we need to examine the
algorithm more closely.

56 * 2 = 112

P = D(K1, D(K2, C))

C = E(K2, E(K1, P))

CK2K1P
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simplest example of this second alternative. We then look at the widely accepted
triple DES (3DES) approach.

Double DES

The simplest form of multiple encryption has two encryption stages and two keys
(Figure 6.1a). Given a plaintext and two encryption keys and , ciphertext 
is generated as

Decryption requires that the keys be applied in reverse order:

For DES, this scheme apparently involves a key length of bits, result-
ing in a dramatic increase in cryptographic strength. But we need to examine the
algorithm more closely.

56 * 2 = 112

P = D(K1, D(K2, C))

C = E(K2, E(K1, P))

CK2K1P

56bit 56bit

穷举复杂度：2112?
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1. 多重加密与三重DES算法 
双重DES

• 中间相遇攻击 “meet-in-the-middle attack”

• 给定明⽂文对（M,C） 

• ⽤用所有可能的密钥加密明⽂文M并把结果按顺序（或Hash）存储起来 

• 然后⽤用所有可能的密钥解密密⽂文C，寻找匹配的中间值 

• 复杂度257
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Linear and diÆerential cryptanalysis were however more devastating when applied to other ciphers, some of
which succumbed completely to the attack.

So what’s the best possible attack against DES? The answer is exhaustive key search. What we ignored above
is that the DES computations in this attack can be performed in parallel. In 1993, Weiner argued that one can
design a $1 million machine that does the exhaustive key search for DES in about 3.5 hours on the average [207].
His machine would have about 57,000 chips, each performing numerous DES computations. More recently, a
DES key search machine was actually built by the Electronic Frontier Foundation, at a cost of $250,000 [88]. It
finds the key in 56 hours, or about 2.5 days on the average. The builders say it will be cheaper to build more
machines now that this one is built.

Thus DES is feeling its age. Yet, it would be a mistake to take away from this discussion the impression that
DES is a weak algorithm. Rather, what the above says is that it is an impressively strong algorithm. After all
these years, the best practical attack known is still exhaustive key search. That says a lot for its design and its
designers.

Later we will see that we would like security properties from a block cipher that go beyond resistance to key-
recovery attacks. It turns out that from that point of view, a limitation of DES is its block size. Birthday
attacks “break” DES with about q = 232 input output examples. (The meaning of “break” here is very diÆerent
from above.) Here 232 is the square root of 264, meaning to resist these attacks we must have bigger block size.
The next generation of ciphers—things like AES—took this into account.

4.4 Iterated-DES and DESX

The emergence of the above-discussed key-search engines lead to the view that in practice DES should be
considered broken. Its shortcoming was its key-length of 56, not long enough to resist exhaustive key search.

People looked for cheap ways to strengthen DES, turning it, in some simple way, into a cipher with a larger key
length. One paradigm towards this end is iteration.

4.4.1 Double-DES

Let K
1

, K
2

be 56-bit DES keys and let M be a 64-bit plaintext. Let

2DES(K
1

kK
2

,M) = DES(K
2

, DES(K
1

,M)) .

This defines a block cipher 2DES: {0, 1}112 £ {0, 1}64 ! {0, 1}64 that we call Double-DES. It has a 112-bit key,
viewed as consisting of two 56-bit DES keys. Note that it is reversible, as required to be a block cipher:

2DES°1(K
1

kK
2

, C) = DES°1(K
1

, DES°1(K
2

, C)) .

for any 64-bit C.

The key length of 112 is large enough that there seems little danger of 2DES succumbing to an exhaustive key
search attack, even while exploiting the potential for parallelism and special-purpose hardware. On the other
hand, 2DES also seems secure against the best known cryptanalytic techniques, namely diÆerential and linear
cryptanalysis, since the iteration eÆectively increases the number of Feistel rounds. This would indicate that
2DES is a good way to obtain a DES-based cipher more secure than DES itself.

However, although 2DES has a key-length of 112, it turns out that it can be broken using about 257 DES and
DES°1 computations by what is called a meet-in-the-middle attack, as we now illustrate. Let K

1

kK
2

denote
the target key and let C

1

= 2DES(K
1

kK
2

, M
1

). The attacker, given M
1

, C
1

, is attempting to find K
1

kK
2

. We
observe that

C
1

= DES(K
2

,DES(K
1

,M
1

)) ) DES°1(K
2

, C
1

) = DES(K
1

, M
1

) .

This leads to the following attack. Below, for i = 1, . . . , 256 we let Ti denote the i-th 56-bit string (in lexicographic
order):
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1. 多重加密与三重DES算法 
双重DES

• 中间相遇攻击 “meet-in-the-middle attack”

56 Goldwasser and Bellare

MinM2DES(M1

, C
1

)
for i = 1, . . . , 256 do L[i]√ DES(Ti,M1

)
for j = 1, . . . , 256 do R[j]√ DES°1(Tj , C1

)
S √ { (i, j) : L[i] = R[j] }
Pick some (l, r) 2 S and return TlkTr

For any (i, j) 2 S we have
DES(Ti,M1

) = L[i] = R[j] = DES°1(Tj , C1

)

and as a consequence DES(Tj ,DES(Ti,M1

)) = C
1

. So the key TikTj is consistent with the input-output example
(M

1

, C
1

). Thus,
{ TlkTr : (l, r) 2 S } = ConsE((M

1

, C
1

)) .

The attack picks some pair (l, r) from S and outputs TlkTr, thus returning a key consistent with the input-output
example (M

1

, C
1

).

The set S above is likely to be quite large, of size about 256+56/264 = 248, meaning the attack as written is not
likely to return the target key itself. However, by using a few more input-output examples, it is easy to whittle
down the choices in the set S until it is likely that only the target key remains.

The attack makes 256 + 256 = 257 DES or DES°1 computations. The step of forming the set S can be
implemented in linear time in the size of the arrays involved, say using hashing. (A naive strategy takes time
quadratic in the size of the arrays.) Thus the running time is dominated by the DES,DES°1 computations.

The meet-in-the-middle attack shows that 2DES is quite far from the ideal of a cipher where the best attack
is exhaustive key search. However, this attack is not particularly practical, even if special purpose machines
are designed to implement it. The machines could do the DES, DES°1 computations quickly in parallel, but to
form the set S the attack needs to store the arrays L, R, each of which has 256 entries, each entry being 64 bits.
The amount of storage required is 8 · 257 º 1.15 · 1018 bytes, or about 1.15 · 106 terabytes, which is so large that
implementing the attack is impractical.

There are some strategies that modify the attack to reduce the storage overhead at the cost of some added time,
but still the attack does not appear to be practical.

Since a 112-bit 2DES key can be found using 257 DES or DES°1 computations, we sometimes say that 2DES
has an eÆective key length of 57.

4.4.2 Triple-DES

The triple-DES ciphers use three iterations of DES or DES°1. The three-key variant is defined by

3DES3(K
1

kK
2

kK
3

,M) = DES(K
3

,DES°1(K
2

,DES(K
1

,M)) ,

so that 3DES3: {0, 1}168 £ {0, 1}64 ! {0, 1}64. The two-key variant is defined by

3DES2(K
1

kK
2

,M) = DES(K
2

, DES°1(K
1

, DES(K
2

,M)) ,

so that 3DES2: {0, 1}112£ {0, 1}64 ! {0, 1}64. You should check that these functions are reversible so that they
do qualify as block ciphers. The term “triple” refers to there being three applications of DES or DES°1. The
rationale for the middle application being DES°1 rather than DES is that DES is easily recovered via

DES(K, M) = 3DES3(KkKkK, M) (4.1)

DES(K, M) = 3DES2(KkK, M) . (4.2)

As with 2DES, the key length of these ciphers appears long enough to make exhaustive key search prohibitive,
even with the best possible engines, and, additionally, diÆerential and linear cryptanalysis are not particularly
eÆective because iteration eÆectively increases the number of Feistel rounds.

3DES3 is subject to a meet-in-the-middle attack that finds the 168-bit key using about 2112 computations of
DES or DES°1, so that it has an eÆective key length of 112. There does not appear to be a meet-in-the-middle
attack on 3DES2 however, so that its key length of 112 is also its eÆective key length.
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example (M

1

, C
1

).

The set S above is likely to be quite large, of size about 256+56/264 = 248, meaning the attack as written is not
likely to return the target key itself. However, by using a few more input-output examples, it is easy to whittle
down the choices in the set S until it is likely that only the target key remains.

The attack makes 256 + 256 = 257 DES or DES°1 computations. The step of forming the set S can be
implemented in linear time in the size of the arrays involved, say using hashing. (A naive strategy takes time
quadratic in the size of the arrays.) Thus the running time is dominated by the DES,DES°1 computations.

The meet-in-the-middle attack shows that 2DES is quite far from the ideal of a cipher where the best attack
is exhaustive key search. However, this attack is not particularly practical, even if special purpose machines
are designed to implement it. The machines could do the DES, DES°1 computations quickly in parallel, but to
form the set S the attack needs to store the arrays L, R, each of which has 256 entries, each entry being 64 bits.
The amount of storage required is 8 · 257 º 1.15 · 1018 bytes, or about 1.15 · 106 terabytes, which is so large that
implementing the attack is impractical.

There are some strategies that modify the attack to reduce the storage overhead at the cost of some added time,
but still the attack does not appear to be practical.

Since a 112-bit 2DES key can be found using 257 DES or DES°1 computations, we sometimes say that 2DES
has an eÆective key length of 57.

4.4.2 Triple-DES

The triple-DES ciphers use three iterations of DES or DES°1. The three-key variant is defined by

3DES3(K
1

kK
2

kK
3

,M) = DES(K
3

,DES°1(K
2

,DES(K
1

,M)) ,

so that 3DES3: {0, 1}168 £ {0, 1}64 ! {0, 1}64. The two-key variant is defined by

3DES2(K
1

kK
2

,M) = DES(K
2

, DES°1(K
1

, DES(K
2

,M)) ,

so that 3DES2: {0, 1}112£ {0, 1}64 ! {0, 1}64. You should check that these functions are reversible so that they
do qualify as block ciphers. The term “triple” refers to there being three applications of DES or DES°1. The
rationale for the middle application being DES°1 rather than DES is that DES is easily recovered via

DES(K, M) = 3DES3(KkKkK, M) (4.1)

DES(K, M) = 3DES2(KkK, M) . (4.2)

As with 2DES, the key length of these ciphers appears long enough to make exhaustive key search prohibitive,
even with the best possible engines, and, additionally, diÆerential and linear cryptanalysis are not particularly
eÆective because iteration eÆectively increases the number of Feistel rounds.

3DES3 is subject to a meet-in-the-middle attack that finds the 168-bit key using about 2112 computations of
DES or DES°1, so that it has an eÆective key length of 112. There does not appear to be a meet-in-the-middle
attack on 3DES2 however, so that its key length of 112 is also its eÆective key length.

• 使⽤用n个(M,C)对时，密钥空间2112，实际映射空间264*n 

• 当有两个已知明⽂文时，出错概率2112-128
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1. 多重加密与三重DES算法 
三重DES算法(2个密钥)

• 使⽤用两个密钥
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there are possible keys. Therefore, on average, for a given plaintext , the
number of different 112-bit keys that will produce a given ciphertext is

. Thus, the foregoing procedure will produce about false alarms
on the first pair. A similar argument indicates that with an additional 64 bits
of known plaintext and ciphertext, the false alarm rate is reduced to .
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is . The result is that a known plaintext attack will succeed against double
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not much more than the required for single DES.

Triple DES with Two Keys

An obvious counter to the meet-in-the-middle attack is to use three stages of
encryption with three different keys. This raises the cost of the meet-in-the-middle
attack to , which is beyond what is practical now and far into the future.
However, it has the drawback of requiring a key length of bits, which
may be somewhat unwieldy.

As an alternative, Tuchman proposed a triple encryption method that uses
only two keys [TUCH79]. The function follows an encrypt-decrypt-encrypt (EDE)
sequence (Figure 6.1b):

There is no cryptographic significance to the use of decryption for the second
stage. Its only advantage is that it allows users of 3DES to decrypt data encrypted by
users of the older single DES:

3DES with two keys is a relatively popular alternative to DES and has been
adopted for use in the key management standards ANS X9.17 and ISO 8732.1

Currently, there are no practical cryptanalytic attacks on 3DES. Coppersmith
[COPP94] notes that the cost of a brute-force key search on 3DES is on the order of

and estimates that the cost of differential cryptanalysis suffers an
exponential growth, compared to single DES, exceeding .

It is worth looking at several proposed attacks on 3DES that, although not
practical, give a flavor for the types of attacks that have been considered and that
could form the basis for more successful future attacks.

The first serious proposal came from Merkle and Hellman [MERK81]. Their
plan involves finding plaintext values that produce a first intermediate value of A = 0

1052
2112 L (5 * 1033)

P = D(K1, E(K1, D(K1, C))) = D(K1, C)

C = E(K1, D(K1, E(K1, P))) = E(K1, P)

P = D(K1, E(K2, D(K1, C)))

C = E(K1, D(K2, E(K1, P)))

56 * 3 = 168
2112

255
256

1 - 2- 16

248 - 64 = 2- 16
(P, C)

2482112/264 = 248
C

P2112

1American National Standard (ANS): Financial Institution Key Management (Wholesale). From its title,
X9.17 appears to be a somewhat obscure standard. Yet a number of techniques specified in this standard
have been adopted for use in other standards and applications, as we shall see throughout this book.

• ⽬目前，没有针对3DES的可⾏行行攻击 

• 已被⽤用于密钥管理理标准ANSI X9.17和ISO8732
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Figure 6.1 Multiple Encryption

simplest example of this second alternative. We then look at the widely accepted
triple DES (3DES) approach.

Double DES

The simplest form of multiple encryption has two encryption stages and two keys
(Figure 6.1a). Given a plaintext and two encryption keys and , ciphertext 
is generated as

Decryption requires that the keys be applied in reverse order:

For DES, this scheme apparently involves a key length of bits, result-
ing in a dramatic increase in cryptographic strength. But we need to examine the
algorithm more closely.

56 * 2 = 112

P = D(K1, D(K2, C))

C = E(K2, E(K1, P))

CK2K1P
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1. 多重加密与三重DES算法 
三重DES算法(2个密钥)

• 攻击建议1 
• 选择明⽂文256 

• For K1=0~256 
• 设A=0, 由K1, 求出P 
• 求出C, 求出B 

• For K2=0~256 

• 设A=0, 由K2, 求出B
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三重DES算法(2个密钥)

• 攻击建议2-已知明⽂文攻击 
• 但代价增多
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(Figure 6.1b) and then using the meet-in-the-middle attack to determine the two keys.
The level of effort is , but the technique requires chosen plaintext–ciphertext
pairs, which is a number unlikely to be provided by the holder of the keys.

A known-plaintext attack is outlined in [VANO90]. This method is an
improvement over the chosen-plaintext approach but requires more effort.
The attack is based on the observation that if we know and (Figure 6.1b),
then the problem reduces to that of an attack on double DES. Of course,
the attacker does not know , even if and are known, as long as the two keys
are unknown. However, the attacker can choose a potential value of and then
try to find a known pair that produces . The attack proceeds as follows.

1. Obtain pairs.This is the known plaintext. Place these in a table (Table 1)
sorted on the values of (Figure 6.2b).

2. Pick an arbitrary value for , and create a second table (Figure 6.2c) with
entries defined in the following fashion. For each of the possible keys ,
calculate the plaintext value that produces :

For each that matches an entry in Table 1, create an entry in Table 2 consisting of
the value and the value of that is produced for the pair from Table 1,
assuming that value of :

At the end of this step, sort Table 2 on the values of .B

B = D(i, C)

K1

(P, C)BK1
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Pi = D(i, a)

aPi

K1 = i256
Aa

P
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(a) Two-key triple encryption with candidate pair of keys
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(b) Table of n known
plaintext-ciphertext
pairs, sorted on P

Bj Key i

(c) Table of intermediate
values and candidate

keys

Figure 6.2 Known-Plaintext Attack on Triple DES
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• 1. 构建排过序的(P,C)表1 

• 2.1. 任取值a, 遍历i,求 

• 2.2. 如果表1有Pi, 则求 

• 2.3. 将B加⼊入表2，并按B排序 

• 3.1 遍历j, 求 

• 3.2 查表2，如果找到匹配，则
S+={ i || j }
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3. We now have a number of candidate values of in Table 2 and are in a position
to search for a value of . For each of the possible keys , calculate the
second intermediate value for our chosen value of :

At each step, look up in Table 2. If there is a match, then the corresponding key
from Table 2 plus this value of are candidate values for the unknown keys

.Why? Because we have found a pair of keys that produce a known
pair (Figure 6.2a).

4. Test each candidate pair of keys on a few other plaintext–ciphertext pairs.
If a pair of keys produces the desired ciphertext, the task is complete. If no pair
succeeds, repeat from step 1 with a new value of .

For a given known , the probability of selecting the unique value of 
that leads to success is . Thus, given pairs, the probability of success
for a single selected value of is . A basic result from probability theory
is that the expected number of draws required to draw one red ball out of a
bin containing red balls and green balls is if the balls
are not replaced. So the expected number of values of that must be tried is,
for large ,

Thus, the expected running time of the attack is on the order of

Triple DES with Three Keys

Although the attacks just described appear impractical, anyone using two-key 3DES
may feel some concern. Thus, many researchers now feel that three-key 3DES is the
preferred alternative (e.g., [KALI96a]). Three-key 3DES has an effective key length
of 168 bits and is defined as

Backward compatibility with DES is provided by putting or .
A number of Internet-based applications have adopted three-key 3DES,

including PGP and S/MIME, both discussed in Chapter 18.

6.2 ELECTRONIC CODE BOOK

A block cipher takes a fixed-length block of text of length bits and a key as input
and produces a -bit block of ciphertext. If the amount of plaintext to be encrypted is
greater than bits, then the block cipher can still be used by breaking the plaintextb

b
b

K1 = K2K3 = K2

C = E(K3, D(K2, E(K1, P)))

A256 B 264

n
= 2120 - log2n

264 + 1
n + 1

L 264

n

n
a

(N + 1)/(n + 1)N - nn

n/264a
n (P, C)1/264

a(P, C)

a

(i, j)
(P, C)

(i, j)(K1, K2)
ji

Bj

Bj = D(j, a)

a
K2 = j256K2

K1
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• 2个密钥的三重DES算法总让⼈人不不放⼼心 

• 另⼀一种⽅方案：三个密钥

• PGP 

• S/MIME
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2. 分组密码的⼯工作模式
模式 描述 典型应⽤用

电码本（ECB） 
Electronic CodeBook 传单个数据，如密钥

密⽂文分组链接 (CBC) 
Cipher Block Chaining

⾯面向分组的通⽤用传输； 
认证

密⽂文反馈 (CFB) 
Cipher FeedBack

out取 
s位 

⾯面向分组的通⽤用传输； 
认证

输出反馈(OFB) 
Output FeedBack

out取 
整个分组 噪声信道的传输

计数器器 (CTR) 
Counter

⾯面向分组的通⽤用传输； 
⾼高速要求

cipher = out� plain

in = plain� outprev

cipher = out

cipher = out� plain

cipher = out� plain

in = counter

cipher = out

in = plain

in = cipherprev � shift

in = outprev

\textrm{in} = \textrm{plain} \oplus \textrm{out}_{\textrm{prev}}

\textrm{cipher} = \textrm{out} \oplus \textrm{plain}

\textrm{in} = \textrm{cipher}_{\textrm{prev}}

\textrm{in} = \textrm{counter}

\textrm{in} = \textrm{cipher}_{\textrm{prev}} \oplus \textrm{shift}

\textrm{in} = \textrm{cipher}_{\textrm{prev}}
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The ECB method is ideal for a short amount of data, such as an encryption
key. Thus, if you want to transmit a DES or AES key securely, ECB is the appropri-
ate mode to use.

The most significant characteristic of ECB is that if the same -bit block of
plaintext appears more than once in the message, it always produces the same
ciphertext.

For lengthy messages, the ECB mode may not be secure. If the message is highly
structured, it may be possible for a cryptanalyst to exploit these regularities. For exam-
ple, if it is known that the message always starts out with certain predefined fields, then
the cryptanalyst may have a number of known plaintext–ciphertext pairs to work with.
If the message has repetitive elements with a period of repetition a multiple of bits,
then these elements can be identified by the analyst. This may help in the analysis or
may provide an opportunity for substituting or rearranging blocks.

b

b

ECB Cj = E(K, Pj) j = 1, Á , N Pj = D(K, Cj) j = 1, Á , N

corresponding sequence of ciphertext blocks is . We can define
ECB mode as follows.

C1, C2, Á , CN

2. 分组密码的⼯工作模式 
电码本 (ECB)

• 加密流程

200 CHAPTER 6 / BLOCK CIPHER OPERATION

C1

P1

Encrypt

K

P2

C2

Encrypt

K

P N

CN

Encrypt

K

(a) Encryption

P1

C1

Decrypt

K

C2

P2

Decrypt

K

CN

PN

Decrypt

K

(b) Decryption

Figure 6.3 Electronic Codebook (ECB) Mode

The ECB method is ideal for a short amount of data, such as an encryption
key. Thus, if you want to transmit a DES or AES key securely, ECB is the appropri-
ate mode to use.

The most significant characteristic of ECB is that if the same -bit block of
plaintext appears more than once in the message, it always produces the same
ciphertext.

For lengthy messages, the ECB mode may not be secure. If the message is highly
structured, it may be possible for a cryptanalyst to exploit these regularities. For exam-
ple, if it is known that the message always starts out with certain predefined fields, then
the cryptanalyst may have a number of known plaintext–ciphertext pairs to work with.
If the message has repetitive elements with a period of repetition a multiple of bits,
then these elements can be identified by the analyst. This may help in the analysis or
may provide an opportunity for substituting or rearranging blocks.

b

b

ECB Cj = E(K, Pj) j = 1, Á , N Pj = D(K, Cj) j = 1, Á , N

corresponding sequence of ciphertext blocks is . We can define
ECB mode as follows.

C1, C2, Á , CN

cipher = out in = plain

• 特点 

• 适合数据较少的情况 

• 例例：加密密钥 

• ⻓长消息则可能不不安全 

• 辨认重复的消息
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2. 分组密码的⼯工作模式 
密⽂文分组链接 (CBC)

• 特点 

• 解决ECB的缺陷
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6.3 CIPHER BLOCK CHAINING MODE

To overcome the security deficiencies of ECB, we would like a technique in which
the same plaintext block, if repeated, produces different ciphertext blocks. A simple
way to satisfy this requirement is the cipher block chaining (CBC) mode (Figure 6.4).
In this scheme, the input to the encryption algorithm is the XOR of the current plain-
text block and the preceding ciphertext block; the same key is used for each block. In
effect, we have chained together the processing of the sequence of plaintext blocks.
The input to the encryption function for each plaintext block bears no fixed relation-
ship to the plaintext block.Therefore, repeating patterns of bits are not exposed.As
with the ECB mode, the CBC mode requires that the last block be padded to a full 
bits if it is a partial block.

For decryption, each cipher block is passed through the decryption algorithm.
The result is XORed with the preceding ciphertext block to produce the plaintext
block. To see that this works, we can write

Cj = E(K, [Cj - 1 ! Pj])
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in = plain� outprevcipher = out

• 加密流程
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2. 分组密码的⼯工作模式 
密⽂文反馈 (CFB)

• 特点 

• 可视为流密码 

• 节省传输能⼒力力

CFB

Cj = Pj ! MSBs(Oj) j = 1, Á , N

Oj = E(K, Ij) j = 1, Á , N

Ij = LSBb - s(Ij - 1) 7 Cj - 1 j = 2, Á , N

I1 = IV

Pj = Cj ! MSBs(Oj)         j = 1, Á , N

Oj = E(K, Ij)                      j = 1, Á , N

Ij = LSBb - s(Ij - 1) 7 Cj - 1 j = 2, Á , N

I1 = IV
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Figure 6.5 s-bit Cipher Feedback (CFB) Mode

Although CFB can be viewed as a stream cipher, it does not conform to the
typical construction of a stream cipher. In a typical stream cipher, the cipher takes as
input some initial value and a key and generates a stream of bits, which is then
XORed with the plaintext bits (see Figure 3.1). In the case of CFB, the stream of bits
that is XORed with the plaintext also depends on the plaintext.

• 加密流程

cipher = out� plain

取s位

in = cipherprev � shift
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2. 分组密码的⼯工作模式 
密⽂文反馈 (CFB)

CFB

Cj = Pj ! MSBs(Oj) j = 1, Á , N

Oj = E(K, Ij) j = 1, Á , N
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I1 = IV
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Although CFB can be viewed as a stream cipher, it does not conform to the
typical construction of a stream cipher. In a typical stream cipher, the cipher takes as
input some initial value and a key and generates a stream of bits, which is then
XORed with the plaintext bits (see Figure 3.1). In the case of CFB, the stream of bits
that is XORed with the plaintext also depends on the plaintext.

CFB
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Although CFB can be viewed as a stream cipher, it does not conform to the
typical construction of a stream cipher. In a typical stream cipher, the cipher takes as
input some initial value and a key and generates a stream of bits, which is then
XORed with the plaintext bits (see Figure 3.1). In the case of CFB, the stream of bits
that is XORed with the plaintext also depends on the plaintext.
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6.5 OUTPUT FEEDBACK MODE

The output feedback (OFB) mode is similar in structure to that of CFB. As can be
seen in Figure 6.6, it is the output of the encryption function that is fed back to the
shift register in OFB, whereas in CFB, the ciphertext unit is fed back to the shift reg-
ister. The other difference is that the OFB mode operates on full blocks of plaintext
and ciphertext, not on an -bit subset. Encryption can be expressed as

By rearranging terms, we can demonstrate that decryption works.

Pj = Cj ! E(K, [Cj - 1 ! Pj - 1])

Cj = Pj ! E(K, [Cj - i ! Pj - 1])
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Figure 6.6 Output Feedback (OFB) Mode

• 特点 

• 与CFB相似 

• 传输时某位错误不不会影响其他位 

• 抗消息流篡改攻击不不如CFB

2. 分组密码的⼯工作模式 
输出反馈(OFB)

cipher = out� plain

• 加密流程

in = outprev
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2. 分组密码的⼯工作模式 
计数器器 (CTR)

• 特点 

• 并⾏行行性、预处理理、随机读写 

• 可证明安全 

• 简单性

6.6 / COUNTER MODE 207
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Figure 6.7 Counter (CTR) Mode

different for each plaintext block that is encrypted.Typically, the counter is initialized
to some value and then incremented by 1 for each subsequent block (modulo ,
where is the block size). For encryption, the counter is encrypted and then XORed
with the plaintext block to produce the ciphertext block; there is no chaining. For
decryption, the same sequence of counter values is used, with each encrypted counter
XORed with a ciphertext block to recover the corresponding plaintext block. Thus,
the initial counter value must be made available for decryption. Given a sequence of
counters we can define CTR mode as follows.T1, T2, Á , TN,

b
2b

CTR
C*

N = P*
N ! MSBu[E(K, TN)]

Cj = Pj ! E(K, Tj) j = 1, Á , N - 1

P*
N = C*

N ! MSBu[E(K, TN)]

Pj = Cj ! E(K, Tj) j = 1, Á , N - 1
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different for each plaintext block that is encrypted.Typically, the counter is initialized
to some value and then incremented by 1 for each subsequent block (modulo ,
where is the block size). For encryption, the counter is encrypted and then XORed
with the plaintext block to produce the ciphertext block; there is no chaining. For
decryption, the same sequence of counter values is used, with each encrypted counter
XORed with a ciphertext block to recover the corresponding plaintext block. Thus,
the initial counter value must be made available for decryption. Given a sequence of
counters we can define CTR mode as follows.T1, T2, Á , TN,

b
2b

CTR
C*

N = P*
N ! MSBu[E(K, TN)]

Cj = Pj ! E(K, Tj) j = 1, Á , N - 1

P*
N = C*

N ! MSBu[E(K, TN)]

Pj = Cj ! E(K, Tj) j = 1, Á , N - 1

• 加密流程

cipher = out� plain

in = counter
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2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• 性能指标 

• 秘密性 

• ⾼高效随机访问 

• 存储占⽤用

Disk encryption methods aim to provide three distinct properties:


The data on the disk should remain confidential.

Data retrieval and storage should both be fast operations, no matter where on the disk the data is stored.

The encryption method should not waste disk space (i.e., the amount of storage used for encrypted data should not be significantly larger than the size of plaintext).




huangwc@ustc.edu.cn

2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• CBC的缺陷 

• 初始值IV可预测 

• 敌⽅方可构建⽔水印
(watermark)
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6.3 CIPHER BLOCK CHAINING MODE

To overcome the security deficiencies of ECB, we would like a technique in which
the same plaintext block, if repeated, produces different ciphertext blocks. A simple
way to satisfy this requirement is the cipher block chaining (CBC) mode (Figure 6.4).
In this scheme, the input to the encryption algorithm is the XOR of the current plain-
text block and the preceding ciphertext block; the same key is used for each block. In
effect, we have chained together the processing of the sequence of plaintext blocks.
The input to the encryption function for each plaintext block bears no fixed relation-
ship to the plaintext block.Therefore, repeating patterns of bits are not exposed.As
with the ECB mode, the CBC mode requires that the last block be padded to a full 
bits if it is a partial block.

For decryption, each cipher block is passed through the decryption algorithm.
The result is XORed with the preceding ciphertext block to produce the plaintext
block. To see that this works, we can write

Cj = E(K, [Cj - 1 ! Pj])
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Figure 6.4 Cipher Block Chaining (CFB) Mode

in = plain� outprevcipher = out

b1 � IV1 = b2 � IV2

CBC suffers from some problems. For example, if the IVs are predictable, then an adversary may leave a "watermark" on the disk, i.e., store a specially created file or 
combination of files which is identifiable even after encryption. The exact method of constructing the watermark depends on the exact function providing the IVs, but the 
general recipe is to create two encrypted sectors which have identical first blocks b 1 \scriptstyle b_{1} and b 2 \scriptstyle b_{2}; these two are then related to each other 
by b 1 ⊕ I V 1 = b 2 ⊕ I V 2 \scriptstyle b_{1}\,\oplus \,IV_{1}\;=\;b_{2}\,\oplus \,IV_{2}. Thus the encryption of b 1 \scriptstyle b_{1} is identical to the encryption of b 2 
\scriptstyle b_{2}, leaving a watermark on the disk. The exact pattern of "same-different-same-different" on disk can then be altered to make the watermark unique to a 
given file. 


To protect against the watermarking attack, a cipher or a hash function is used to generate the IVs from the key and the current sector number, so that an adversary 
cannot predict the IVs. In particular, the ESSIV approach uses a block cipher in CTR mode to generate the IVs.
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2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• Encrypted salt-sector initialization vector (ESSIV) 

• ⽤用于⽣生成IV 

• SN=Sector Number 

• s=hash(K)

IV (SN) = Es(SN)

• Malleability attack 

• 敌⽅方已知明⽂文 

• 有可能破坏完整性：每隔1个分组可以被赋予指定数据

ESSIV[1] is a method for generating initialization vectors for block encryption to use in disk encryption. The usual methods for generating IVs are predictable sequences 
of numbers based on, for example, time stamp or sector number, and permits certain attacks such as a watermarking attack. ESSIV prevents such attacks by generating 
IVs from a combination of the sector number SN with the hash of the key. It is the combination with the key in form of a hash that makes the IV unpredictable.


Malleability attack[edit]

While CBC (with or without ESSIV) ensures confidentiality, it does not ensure integrity of the encrypted data. If the plaintext is known to the adversary, it is possible to 
change every second plaintext block to a value chosen by the attacker, while the blocks in between are changed to random values. This can be used for practical attacks 
on disk encryption in CBC or CBC-ESSIV mode.[4]
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2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• XTS-AES  

• XEX-based tweaked-codebook mode with 
ciphertext stealing 

• 著名应⽤用 

• Mac OS X Lion's FileVault 2 

• Windows 10's BitLocker等

XTS is supported by BestCrypt, Botan, dm-crypt, FreeOTFE, TrueCrypt, VeraCrypt,[12] DiskCryptor, FreeBSD's geli, OpenBSD softraid disk encryption software, 
OpenSSL, Mac OS X Lion's FileVault 2, and Windows 10's BitLocker.[13]
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2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• XTS-AES  

• 攻击者模型：攻击者可以随意获取密⽂文，如 

• 数据库的密⽂文记录的访问 

• ⾮非授权⽤用户对加密记录的访问 

• 被偷的磁盘的数据访问
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2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• XTS-AES 要求： 

• 密⽂文应该与明⽂文⼤大⼩小相同，从⽽而不不改变数据的布局 

• 数据分组可单独访问，且相互独⽴立 

• 加密分组⼤大⼩小为16字节 

• 没有使⽤用其他元数据（除了了数据分组的位置） 

• 不不同位置 相同明⽂文 ==》密⽂文不不同 

• 符合标准的加解密设备可以相互通⽤用
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2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• XTS-AES 单分组的加密

6.7 / XTS-AES MODE FOR BLOCK-ORIENTED STORAGE DEVICES 211
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Figure 6.9 XTS-AES Operation on Single Block

from one position to another, and an application reading the sector off the new loca-
tion will still get the same plaintext sector (except perhaps the first 128 bits). For
example, this means that an adversary that is allowed to read a sector from the sec-
ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.
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2. 分组密码的⼯工作模式 
磁盘加密 (Disk Encryption)

• XTS-AES 单分组的加密
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from one position to another, and an application reading the sector off the new loca-
tion will still get the same plaintext sector (except perhaps the first 128 bits). For
example, this means that an adversary that is allowed to read a sector from the sec-
ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.

密钥2

密钥1

明⽂文分组

密⽂文分组
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ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.

密钥2

密钥1

明⽂文分组

密⽂文分组

128位 or  
256位

128位 128位
128位

128位 or  
256位

128位
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from one position to another, and an application reading the sector off the new loca-
tion will still get the same plaintext sector (except perhaps the first 128 bits). For
example, this means that an adversary that is allowed to read a sector from the sec-
ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.

磁盘扇区参数

不不同磁盘位置 相同明⽂文 ==》密⽂文不不同
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from one position to another, and an application reading the sector off the new loca-
tion will still get the same plaintext sector (except perhaps the first 128 bits). For
example, this means that an adversary that is allowed to read a sector from the sec-
ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.

GF(2128)乘法运算

⽣生成元（本原元）的
GF(2128)幂运算

不不同分组位置 相同明⽂文 ==》密⽂文不不同 （类似CTR）
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from one position to another, and an application reading the sector off the new loca-
tion will still get the same plaintext sector (except perhaps the first 128 bits). For
example, this means that an adversary that is allowed to read a sector from the sec-
ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.

⽆无明⽂文操作
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from one position to another, and an application reading the sector off the new loca-
tion will still get the same plaintext sector (except perhaps the first 128 bits). For
example, this means that an adversary that is allowed to read a sector from the sec-
ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.
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from one position to another, and an application reading the sector off the new loca-
tion will still get the same plaintext sector (except perhaps the first 128 bits). For
example, this means that an adversary that is allowed to read a sector from the sec-
ond position but not the first can find the content of the sector in the first position
by manipulating the ciphertext. Another weakness is that an adversary can flip any
bit of the plaintext by flipping the corresponding ciphertext bit of the previous
block, with the side-effect of “randomizing” the previous block.

Operation on a Single Block

Figure 6.9 shows the encryption and decryption of a single block. The operation
involves two instances of the AES algorithm with two keys. The following parame-
ters are associated with the algorithm.
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Operation on a Sector

The plaintext of a sector or data unit is organized into blocks of 128 bits. Blocks are
labeled .The last block my be null or may contain from 1 to 127 bits. In
other words, the input to the XTS-AES algorithm consists of 128-bit blocks and
possibly a final partial block.

For encryption and decryption, each block is treated independently and
encrypted/decrypted as shown in Figure 6.9.The only exception occurs when the last
block has less than 128 bits. In that case, the last two blocks are encrypted/decrypted
using a ciphertext-stealing technique instead of padding. Figure 6.10 shows the
scheme. is the last full plaintext block, and is the final plaintext block, which
contains bits with . is the last full ciphertext block, and is the
final ciphertext block, which contains bits.s
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As can be seen, XTS-AES mode, like CTR mode, is suitable for parallel
operation. Because there is no chaining, multiple blocks can be encrypted or
decrypted simultaneously. Unlike CTR mode, XTS-AES mode includes a nonce
(the parameter ) as well as a counter (parameter ).

6.8 RECOMMENDED WEB SITE

Recommended Web Site:

• Block cipher modes of operation: NIST page with full information on NIST-
approved modes of operation.

6.9 KEY TERMS, REVIEW QUESTIONS,AND PROBLEMS

Key Terms

ji

XTS-AES mode with null 
final block

Cj = XTS-AES-blockEnc(K, Pj, i, j) j = 0, Á , m - 1

Pj = XTS-AES-blockEnc(K, Cj, i, j) j = 0, Á , m - 1

XTS-AES mode with final
block containing bitss

Pm = MSBs(YY)
Pm - 1 = XTS-AES-blockDec(K, XX, i, m)
XX = Cm 7 CP
CP = LSB128 - s(YY)
YY = XTS-AES-blockDec(K, Cm - 1, i, m - 1)
Pj = XTS-AES-blockDec(K, Cj, i, j) j = 0, Á , m - 2

Cm = MSBs(XX)
Cm - 1 = XTS-AES-blockEnc(K, YY, i, m)
YY = Pm 7 CP
CP = LSB128 - s(XX)
XX = XTS-AES-blockEnc(K, Pm - 1, i, m - 1)
Cj = XTS-AES-blockEnc(K, Pj, i, j) j = 0, Á , m - 2

Let us label the block encryption and decryption algorithms of Figure 6.9 as

Block encryption: XTS-AES-blockEnc
Block decryption: XTS-AES-blockDec

Then, if the final block is null, XTS-AES mode is defined as follows:

(K, Cj, i, j)
(K, Pj, i, j)

Block cipher modes of 
operation

cipher block chaining 
mode (CBC)

cipher feedback mode (CFB)
ciphertext stealing

counter mode (CTR)
electronic codebook 

mode (ECB)
meet-in-the-middle attack
nonce

output feedback 
mode (OFB)

Triple DES (3DES)
XTS-AES mode

i:扇区参数（Tweaked），j：分组序号
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每⼀一块加密过程相互独⽴立，适于并⾏行行
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possibly a final partial block.
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不不完整分组的处理理
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3. 流密码和RC4
• 特点 

• 按位处理理明⽂文消息(as a 
stream)  

• 典型做法是⽤用⼀一个伪随机流
密钥与明⽂文按位异或 

• 流密钥的随机性完全扰乱了了
明⽂文消息的统计特性 

• 不不能重复使⽤用流密钥，不不然
系统可能被破解

XOR
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Decryption requires the use of the same pseudorandom sequence:

10100000 ciphertext
01101100 key stream
11001100 plaintext

The stream cipher is similar to the one-time pad discussed in Chapter 2. The
difference is that a one-time pad uses a genuine random number stream, whereas a
stream cipher uses a pseudorandom number stream.

[KUMA97] lists the following important design considerations for a stream
cipher.

1. The encryption sequence should have a large period. A pseudorandom num-
ber generator uses a function that produces a deterministic stream of bits that
eventually repeats. The longer the period of repeat the more difficult it will be
to do cryptanalysis. This is essentially the same consideration that was
discussed with reference to the Vigenère cipher, namely that the longer the
keyword the more difficult the cryptanalysis.

2. The keystream should approximate the properties of a true random number
stream as close as possible. For example, there should be an approximately equal
number of 1s and 0s. If the keystream is treated as a stream of bytes, then all of
the 256 possible byte values should appear approximately equally often. The
more random-appearing the keystream is, the more randomized the ciphertext is,
making cryptanalysis more difficult.

3. Note from Figure 7.5 that the output of the pseudorandom number generator
is conditioned on the value of the input key. To guard against brute-force
attacks, the key needs to be sufficiently long. The same considerations that
apply to block ciphers are valid here. Thus, with current technology, a key
length of at least 128 bits is desirable.

!

Pseudorandom byte
generator

(key stream generator)

Plaintext
byte stream

M

Key
K

Key
K

k
Plaintext

byte stream
M

Ciphertext
byte stream

CENCRYPTION

Pseudorandom byte
generator

(key stream generator)

DECRYPTION

k

Figure 7.5 Stream Cipher Diagram
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3. 流密码和RC4 
流密码设计⽅方⾯面的⼀一些考虑

• ⽆无重复的⻓长周期  
• 统计上是随机的  
• 依赖于⾜足够⻓长的密钥 
• 线性复杂性要⼤大 
• 对于相关性要有免疫性 
• 扰乱 
• 扩散 
• 采⽤用⾼高度⾮非线性的布尔函数 
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3. 流密码和RC4 
RC4算法

• 由RSA在1987提出，Ron Rivest设计 

• 简单且⾼高效 

• 周期⼤大于10100 

• 密钥⻓长度可变，⾯面向字节的流密码 

• 使⽤用⼴广泛(web SSL/TLS, wireless WEP， WPA)  

• 对所有8位的值以密钥实现随机置换  

• ⽤用置换加密输⼊入消息，每次⼀一个字节 
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3. 流密码和RC4 
RC4算法

• 总体思路路 
• 密钥：可变⻓长度密钥(1~256字节) 
• 流程 

1. 初始化状态向量量S  
• S有256字节，记为S[0], S[1], … S[255] 

2. ⽣生成密钥流 
• S数组内部字节置换 
• 由S⽣生成密钥流
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3. 流密码和RC4 
RC4算法

1. 初始化状态向量量S 

7.5 / RC4 235

The RC4 algorithm is remarkably simple and quite easy to explain. A vari-
able-length key of from 1 to 256 bytes (8 to 2048 bits) is used to initialize a 256-byte
state vector S, with elements . At all times, contains a permu-
tation of all 8-bit numbers from 0 through 255. For encryption and decryption, a
byte (see Figure 7.5) is generated from S by selecting one of the 255 entries in a
systematic fashion. As each value of is generated, the entries in S are once again
permuted.

Initialization of S

To begin, the entries of are set equal to the values from 0 through 255 in ascending
order; that is, . A temporary vector, T, is also
created. If the length of the key is 256 bytes, then is transferred to T. Otherwise,
for a key of length keylen bytes, the first keylen elements of T are copied from K,
and then K is repeated as many times as necessary to fill out T. These preliminary
operations can be summarized as

/* Initialization */
for i = 0 to 255 do
S[i] = i;
T[i] = K[i mod keylen];

Next we use T to produce the initial permutation of S. This involves starting
with and going through to , and for each , swapping with another
byte in according to a scheme dictated by :

/* Initial Permutation of S */
j = 0;
for i = 0 to 255 do

j = (j + S[i] + T[i]) mod 256;
Swap (S[i], S[j]);

Because the only operation on S is a swap, the only effect is a permutation.
S still contains all the numbers from 0 through 255.

Stream Generation

Once the S vector is initialized, the input key is no longer used. Stream generation
involves cycling through all the elements of , and for each , swapping with
another byte in S according to a scheme dictated by the current configuration of S.
After is reached, the process continues, starting over again at :

/* Stream Generation */
i, j = 0;
while (true)
i = (i + 1) mod 256;
j = (j + S[i]) mod 256;

S[0]S[255]

S[i]S[i]S[i]

T[i]S
S[i]S[i]S[255]S[0]

TK
S[0] = 0, S[1] = 1, Á , S[255] = 255

S

k
k

SS[0],S[1], Á , S[255]
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S

(a) Initial state of S and T

(b) Initial permutation of S

Swap

T

K

T[i]

j = j + S[i] + T[i]

t = S[i] + S[j]

]j[S]i[S

Keylen

i

S

(c) Stream generation

Swap

j = j + S[i]

]t[S]j[S]i[S

k

i

Figure 7.6 RC4

Swap (S[i], S[j]);
t = (S[i] + S[j]) mod 256;
k = S[t];

To encrypt, XOR the value with the next byte of plaintext. To decrypt, XOR
the value with the next byte of ciphertext.

Figure 7.6 illustrates the RC4 logic.

Strength of RC4

A number of papers have been published analyzing methods of attacking RC4
(e.g., [KNUD98], [MIST98], [FLUH00], [MANT01]). None of these approaches is
practical against RC4 with a reasonable key length, such as 128 bits.A more serious
problem is reported in [FLUH01]. The authors demonstrate that the WEP proto-
col, intended to provide confidentiality on 802.11 wireless LAN networks, is
vulnerable to a particular attack approach. In essence, the problem is not with RC4
itself but the way in which keys are generated for use as input to RC4. This partic-
ular problem does not appear to be relevant to other applications using RC4 and

k
k
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The RC4 algorithm is remarkably simple and quite easy to explain. A vari-
able-length key of from 1 to 256 bytes (8 to 2048 bits) is used to initialize a 256-byte
state vector S, with elements . At all times, contains a permu-
tation of all 8-bit numbers from 0 through 255. For encryption and decryption, a
byte (see Figure 7.5) is generated from S by selecting one of the 255 entries in a
systematic fashion. As each value of is generated, the entries in S are once again
permuted.

Initialization of S

To begin, the entries of are set equal to the values from 0 through 255 in ascending
order; that is, . A temporary vector, T, is also
created. If the length of the key is 256 bytes, then is transferred to T. Otherwise,
for a key of length keylen bytes, the first keylen elements of T are copied from K,
and then K is repeated as many times as necessary to fill out T. These preliminary
operations can be summarized as

/* Initialization */
for i = 0 to 255 do
S[i] = i;
T[i] = K[i mod keylen];

Next we use T to produce the initial permutation of S. This involves starting
with and going through to , and for each , swapping with another
byte in according to a scheme dictated by :

/* Initial Permutation of S */
j = 0;
for i = 0 to 255 do

j = (j + S[i] + T[i]) mod 256;
Swap (S[i], S[j]);

Because the only operation on S is a swap, the only effect is a permutation.
S still contains all the numbers from 0 through 255.

Stream Generation

Once the S vector is initialized, the input key is no longer used. Stream generation
involves cycling through all the elements of , and for each , swapping with
another byte in S according to a scheme dictated by the current configuration of S.
After is reached, the process continues, starting over again at :

/* Stream Generation */
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byte (see Figure 7.5) is generated from S by selecting one of the 255 entries in a
systematic fashion. As each value of is generated, the entries in S are once again
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Initialization of S

To begin, the entries of are set equal to the values from 0 through 255 in ascending
order; that is, . A temporary vector, T, is also
created. If the length of the key is 256 bytes, then is transferred to T. Otherwise,
for a key of length keylen bytes, the first keylen elements of T are copied from K,
and then K is repeated as many times as necessary to fill out T. These preliminary
operations can be summarized as

/* Initialization */
for i = 0 to 255 do
S[i] = i;
T[i] = K[i mod keylen];

Next we use T to produce the initial permutation of S. This involves starting
with and going through to , and for each , swapping with another
byte in according to a scheme dictated by :

/* Initial Permutation of S */
j = 0;
for i = 0 to 255 do

j = (j + S[i] + T[i]) mod 256;
Swap (S[i], S[j]);

Because the only operation on S is a swap, the only effect is a permutation.
S still contains all the numbers from 0 through 255.

Stream Generation

Once the S vector is initialized, the input key is no longer used. Stream generation
involves cycling through all the elements of , and for each , swapping with
another byte in S according to a scheme dictated by the current configuration of S.
After is reached, the process continues, starting over again at :
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Swap (S[i], S[j]);
t = (S[i] + S[j]) mod 256;
k = S[t];

To encrypt, XOR the value with the next byte of plaintext. To decrypt, XOR
the value with the next byte of ciphertext.

Figure 7.6 illustrates the RC4 logic.

Strength of RC4

A number of papers have been published analyzing methods of attacking RC4
(e.g., [KNUD98], [MIST98], [FLUH00], [MANT01]). None of these approaches is
practical against RC4 with a reasonable key length, such as 128 bits.A more serious
problem is reported in [FLUH01]. The authors demonstrate that the WEP proto-
col, intended to provide confidentiality on 802.11 wireless LAN networks, is
vulnerable to a particular attack approach. In essence, the problem is not with RC4
itself but the way in which keys are generated for use as input to RC4. This partic-
ular problem does not appear to be relevant to other applications using RC4 and
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3. 流密码和RC4 
RC4算法的安全性

• 可以抵御已知的各种攻击?  — Usenix Security ’15  

• 加密结果是⾮非常“⾮非线性”的 

• RC4是流密码，决不不重复使⽤用密钥 

• ⽤用于为802.11⽆无线局域⽹网提供安全性的WEP协议 

• WEP易易受⼀一种特殊攻击，问题不不在RC4本身，⽽而是
RC4中输⼊入的密钥的产⽣生途径有漏漏洞洞 
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3. 流密码和RC4 
RC4算法的安全性

• 应⽤用 

• 1997 WEP 

• 2003/2004 WPA 

• 1995 SSL 

• 1999 TLS 

• 禁⽌止使⽤用 

• 2015 TLS

RC4 became part of some commonly used encryption protocols and standards, such as WEP in 1997 and WPA in 2003/2004 for wireless cards; and SSL in 1995 and its 
successor TLS in 1999, until it was prohibited for all versions of TLS by RFC 7465 in 2015, due to the RC4 attacks weakening or breaking RC4 used in SSL/TLS. The 
main factors in RC4's success over such a wide range of applications have been its speed and simplicity: efficient implementations in both software and hardware were 
very easy to develop.
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3. 流密码和RC4 
RC4算法的安全性

• 理理论攻击 

• 问题：⾮非平均分布 

• Fluhrer-McGrew biases 

• Mantin's ABSAB biases

The first one is that two consecutive bytes are biased towards certain values. These are commonly called the Fluhrer-McGrew biases. 

The second type of biases is that a pair of consecutive bytes is likely to repeat itself. These are called the Mantin's ABSAB biases.
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3. 流密码和RC4 
RC4算法的安全性

• 问题：Short-Term BiasesFirst: Existing Biases

10

Distribution keystream byte 2

Pr 𝒁𝟐 = 𝟎 = 𝟐
𝟐𝟓𝟔

[MS01]
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3. 流密码和RC4 
RC4算法的安全性

• 问题：Short-Term BiasesFirst: Existing Biases

11

Distribution keystream byte 1 (to 256)
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3. 流密码和RC4 
RC4算法的安全性

• 问题：Short-Term BiasesFirst: Existing Biases

12

Distribution keystream byte 1 (to 256)

AlFardan et al. ‘13: 
first 256 bytes biased

Short-term biases
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3. 流密码和RC4 
RC4算法的安全性

• 问题：Long-Term BiasesLong-Term Biases

13

A B S A B

Fluhrer-McGrew (2000):
� Some consecutive values are biased

Examples: 0, 0 and (0, 1)

Mantin’s ABSAB Bias (2005):
� A byte pair (𝐴, 𝐵) likely reappears
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3. 流密码和RC4 
RC4算法的安全性

• RC4 NOMORE attack (Usenix Security ’15)Our Goal: further kill RC4

21

New Biases Plaintext Recovery

Break WPA-TKIP Attack HTTPS
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3. 流密码和RC4 
RC4算法的安全性

• RC4 NOMORE attack (Usenix Security ’15) 

• 已知明⽂文 （Assuming there’s surrounding known 
plaintext） 

• WPA-TKIP破解: an hour 

• HTTPS-cookie: 75 hours, 9*227 request, 4450 r/s

In 2015, security researchers from KU Leuven presented new attacks against RC4 in both TLS and WPA-TKIP.[55] Dubbed the Numerous Occurrence MOnitoring & 
Recovery Exploit (NOMORE) attack, it is the first attack of its kind that was demonstrated in practice. Their attack against TLS can decrypt a secure HTTP cookie within 
75 hours. The attack against WPA-TKIP can be completed within an hour, and allows an attacker to decrypt and inject arbitrary packets.
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3. 流密码和RC4 
RC4算法的安全性

• RC4 NOMORE attack (Usenix Security ’15) 

• HTTPS attack (思路路：修改HTTP request)

Example: manipulated HTTP request

40

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; 
Trident/7.0; rv:11.0) like Gecko
Host: a.site.com
Connection: Keep-Alive
Cache-Control: no-cache
Cookie: auth=????????????????; P=aaaaaaaaaaaaaaaaa

Surrounded by known 
plaintext at both sides

Headers are 
predictable
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3. 流密码和RC4 
RC4算法的安全性

• RC4 NOMORE attack (Usenix Security ’15) 

• HTTPS attack
Preparation: manipulating cookies

41

Clienta.site.com fake.site.com

HTTPS insecure

Remove & inject 
secure cookies!
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3. 流密码和RC4 
RC4算法的安全性

• RC4 NOMORE attack (Usenix Security ’15) 

• HTTPS attackPerforming the attack!

44
Combine Fluhrer-McGrew and ABSAB biases
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3. 流密码和RC4 
RC4算法的安全性

• RC4 NOMORE attack (Usenix Security ’15) 

• http://www.rc4nomore.com 

• video

http://www.rc4nomore.com
http://staff.ustc.edu.cn/~huangwc/crypto/The-RC4-NOMORE-Attack.mp4
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