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security levels have also launched new challenges to the design structure and efficient implementation
of stream cipher algorithms. This paper first reviews the development history of stream ciphers, intro-
duces the latest research results, and lists some stream cipher related projects and related standards
in the process of stream cipher development. Subsequently, the common building blocks in stream ci-
pher design are summarized, and the design of stream cipher is classified. The development of typical
stream cipher algorithms is classified in different categories. Moreover, the mainstream design classi-
fications are analyzed and demonstrated with examples. Then, from the perspective of reconfigurable
computing, the algorithm structure of typical stream ciphers is decomposed, the computing operators
are extracted, the types of operations are summarized and the use of basic operation units is analyzed.
Based on these, this paper designs a general reconfigurable cryptographic processing architecture for
stream cipher algorithms. Finally, after analyzing some key problems that need to be solved in current

stream cipher algorithms, the development trend of stream ciphers is presented from different angles.

Key words: stream cipher; design of stream ciphers; implementation of stream ciphers; reconfig-
urable
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Figure 1 Projects related to stream ciphers
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Grain-128a Fruit
J 2019 J 2018 GGHN RC4B
. N . 2013
Grain-128AEAD Fruit-80 RC4-28
A2U2 2011 Plantlet 2017 RC4-Hash 2006 Quad-RC4

B 5 AT NFSR #yix®a ik B 6 ETFREEIEHGRED] &
Figure 5 Stream cipher algorithms based on NFSR Figure 6 Stream cipher algorithms based on state table driver
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Scream |
Scream-0 — 2002
KNOT 1992 Scream-F |
TWOPRIME 1007 Helix - — 2003
ONEPRIME X
| Phelix
LEX 2004-2008
JEROBOAM 1998 Dragon (eSTREAM)
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2
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Figure 7 Stream cipher algorithms based on block cipher

MERD IR ARG 2R, WitdlEaT 2, BT R ERETEah, &F —LE T H i
FERETTHER. W3+ FCSR MM E . 2+ CA MiZEM., RS MM EL. &+ T B
FIFERD . FET PANAMA Z5H00RERD . LT B I8 E A (a0 . I T4 25/ i 2 g 45,

I TR 2 6 26 T 3R AN [R) W T 435 4 ey L TR0 37 85 R B0 AT 2849, 3G BV S50 . WIEA 2 Key
BT IV (ks mk e

T T 3 T AN W AR I P EROIR A AT SRR R AR B R, RSB R EVIEF ] Key 1 IV 1R
FTRHTHILE. K2 HR D FE WG 2 K FEEE P TE 80 bit. 128 bit. 256 bit. f£4uN% LZEH T
B R TUR, MRS EE . AR N TR, AT B g e ik A A
N 128 bit BF 256 bit. BI/E, BEEWBMKRRE, 12 RFID #5325, ARG TASH8s . LAk s
RAZ B R RSN R R AR ORI M i, 5 0 IR TR IR R R IR 2 FR A B 4% P Sz Bl, BT DAKH R
TN R TR BRI, BEFINELETTNEREZERANSES EH MR, BTHZZBEEN
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P, WA IR E T1805E, fERERRN AT, MR MR MERefars, N Hm &2 2
FEMBIFEiR, KEHNHABFFETFSELE. BREHRREDE LIV %A AN 5, @
80 bit. eSTREAM T H T i B 44 A 3 235 Grain v1. Trivium. MICKEY 2.0 A] LAEAE & H Bl B
1938 FH T 52 PRAE A 15 2% 11 35 B R B A .

% 2 A F LFSR #A %A H %
Table 2 Stream cipher algorithms based on LFSR
MEBE R oI Key/bit IV /bit Eet ol KiE. M
A5/1. As/2 @ 1989 64 22 LFSR GSM i
Eo @ 1999 128 - LFSR W R
LILI-128 (9 2000 128 128 LFSR NESSIE
SNOw 2.0 54 2002 128, 256 128 LFSR ISO/IEC 18033-4
sNow 3G @ 2006 128 128 LFSR 3GPP AR
sNow-v B3 2018 256 128 LFSR 5G
Decim v2 62 2005 80 64 LFSR eSTREAM; ISO/IEC 18033-4
SOSEMANUK 53 2005 128-256 64 LFSR eSTREAM
MICKEY 2.0 54 2006 80 80 LFSR eSTREAM
KCipher-2.0 (14 2008 128 128 LFSR CRYPTREC; ISO/IEC 18033-4
zuc 2009 128 128 LFSR 3GPP FifE ik
ZUC-256 [1d] 2018 256 184 LFSR 5G
ACORN (2] 2014 128 128 LFSR CAESAR
Strumok [B€ 2016 256, 512 256 LFSR 1 T 24 SRR 0 b {5 3k
% 3 A F NFSR #9Ra %A H ik
Table 3 Stream cipher algorithms based on NFSR
MELEE B i) Key /bit IV /bit 25 K. MM
Trivium £ 2005 80 80 NFSR eSTREAM
Grain v1 B8 2006 80 64 NFSR+LFSR eSTREAM
Grain-128a 59 2011 128 96 NFSR+LFSR ISO/IEC 29167-13
Grain-128AEAD 69 2019 128 96 NFSR+LFSR LWC HrifEfl
Espresso B3] 2015 128 96 NFSR 5G
Sprout 62 2015 80 80 NFSR+LFSR ANVIRA RS
LIZARD (B 2016 120 64 NFSR VRS T BTG
Plantlet B4 2016 80 80 NFSR+LFSR VA
Fruit-80 B3 2018 80 70 NFSR+LFSR AR
k4 ATRERBAHGRESD LK
Table 4 Stream cipher algorithms based on state table driver
MEBRBEE FFiE) Key/bit IV /bit 5K KR, BA
RC4 B 1987 8-2048 - RALIKS] 1994 ARG
SEAL 1.0 £ 1993 16 - IR FE N FSE
HC-128 (67 2004 128 128 IRARIES) eSTREAM
py 63,69 2005 2048 2048 RA LR eSTREAM
Spritz [Ed) 2014 2048 - N ) RC4 4k
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2 5 AT HuEaiat i g ma ik
Table 5 Stream cipher algorithms based on block cipher

MEBRBE L R IE] Key/bit IV /bit £EHy KR M
As/3 (@ 2000 64 22 T4 AL 3G
Scream [ 2002 128 128 T4 T FSE
Helix [ 2003 256 128 T4y LY FSE
Dragon (24 2005 128, 256 128, 256 BT % eSTREAM
Phelix [ 2005 256 128 HET 4 Y eSTREAM
LEX [ 2005 128, 256 128, 256 BF =D eSTREAM
Salsa20 (77 2005 128, 256 64 ik eSTREAM
ChaCha20 (@ 2008 128, 256 64 BT oy LR TLS 1.3 bafitk; RFC7539 brfith
MORUS [ 2014 128, 256 - HT 445 CAESAR

% 6 AT R e RE Sk

Table 6 Stream cipher algorithms based on other structures

REME L BfE]  Key/bit IV/bit 25K FiE. MA
Chameleon (9! 1997 - - T &% FSE
PANAMA (B8] 1998 256 - PANAMA % FSE

MuGI B4 2002 128 128 PANAMA %5ty CRYPTREC; ISO/IEC 18033-4
Enocoro-80 [Bd! 2007 80 64 PANAMA %54 CRYPTREC; ISO/IEC 29192-3

Enocoro-128 v2 Bl 2010 128 64 PANAMA %5ty CRYPTREC; ISO/IEC 29192-3
Rabbit &3 2003 128 64 JRIEMU +ARX 4 eSTREAM; ISO/IEC 18033-4
Hiji-bij-bij (HBB) B3 9003 128,256 - CA INDOCRYPT; eSTREAM

CAR30 B3 2013 128 120 CA Cryptography and Communications

F-FCSR B4 2009 80, 128 80, 128 FCSR eSTREAM
ICEPOLE 53 2014 128,256 96 HERE CHES

FLIp B 2016 80,128 - B R EUROCRYPT

3 MEMEZXNLI

BB AL FRIRAE T EE I IR, JvfE B AR A LA 1 it AR %5 BT 0 a0, 3 0 2 0 35T
PRSEIRFIER AR SEI. ST RN B R G A N R 1T 5, B SRR T v T ot P 45 v 508 4 1
FEHT S, BRSO AN 28 B . YA 0 BV ) S IO, 2 TR P ST B0 R FH ) % S 4 A rL B AR SR I, L4
WA AL FEES (general purpose processor, GPP). & HEEMHEE (application specific integrated circuit,
ASIC). T4RFEZ4EIEF (field programmable gate array, FPGA). T E AT MDA EEAE JLAPTE .
FIFH GPP FTLASEI 2 im0 Bk, RIGHE S, (H GPP £ T2k, STIE & ki, ASIC £
BLE X H AR E R SRR BT IR A e SR ST, JORE R, DhRRAR. AU, H— B, Kokl
AR IITIRE, RIGHRZE, KK FIH FPGA 7T USZELS M S 5k, RIGMHR &, HE i
i, AT GPP Al ASIC 2 1A, {H FPGA MRCE S B LB ZEB, A aeser &, m  HZIEA IR, BFEEEN
FPGA BAX R E. B NS BHEARRKE, —MFANGEE RSB Z e HER 2 FhasinE
15, T RSO R B2 IR EE, TS AR L R, sk, SR TR A
o FEFR R M REFI DA, TERETIRELL, WAt REE R, AR LAl M e 3 & B ™48 W HE bR, 224x
PR B AT A TR ZE o — TR E I 4R FR. W EATHE SRS B AR P RE . ThAE. L. RIEMEG T
AR A STy R, EEE AU, WA N 2IUAR, (HIALZ RV RO TR ITTRIX — i (68,
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JITLAMISE PR E S Ffy BESRTE, A ORAUE— %8 AR BRI AR 0 N S RERS I A2 — M5 2 Aok T7 280 2 Fhifit
SR TR, T LM TS A R A T 8 R — AR A AR, R[] M T AT ARSI AR

& 7 GPP. ASIC. FPGA. &AMyt H ML E L
Table 7 Comparison of GPP, ASIC, FPGA, and reconfigurable computing cryptographic processor

BHIIAR 3=} 7
GPP RIEVE R A
ASIC BREEPR. THFEAS. TRV RIGHZE . 2 AR
FPCA REER . AR TR MBS BEB. AR
A B A A PrRE. DhRE. . RIEMYTH TR LA

3.1 REEERIFMES R

ERARAR I Wit 7 VR R 45 M RT DR B 40 20 AR 22 25, {BAR 22 0 00 0 R AL B 25 T A 8 58 A 45
YRR, Fr AR S0 R A KR LI, Wt ind, EBEM RS WAERET LFSR K%
Hik, 3T NFSR WM ZEMEE. T RESREN IR EDFIERIE T A B R BB, W
FERAIPUE B B R S 5 A5/1. EO Grain, Trivium. ZUC. SNOW. RC4. ChaCha20
SEHHATIETL, AW RS S R 5 A A TSR RO A R e AR AT B A S AR SE IR B RS R A A
FEH A, SRS AR BRERME R E T IMT R G AM, RIVEATE 2SRRI, UiE
LFSR. NFSR. ##isH (AR, 5. . 3F). FREHE (WiFmik. S0, BR). B (A2
¥, BEARK., HHER. WH4A). S &. AR GF (27) (n = 8,16, 32,64) FeikizH%E. XA R
GF (2™) ki Fit— o0, ATDMS R p . EAEE E R ARE, S &, Bk, ik, Rk,
Fofrzs B ange § R oo SO0 B B S L AT T 40T AL G rh R L 5 A L B 58 B bit B
nXOR F/x n-bit #HAIBHEFE; nAND F/x n-bit #iBH 5 nOR /R n-bit #6114 8; nNAND
FoR n-bit L 5AE; s> BRTERAR; <« BREAEYR; < FREELAK, S &5 n x m Fx
n-bit N, m-bit i ERLKIZE.

3 3 43 AT TR R B R B N R S T T 4 0 B A AR BB A B S M HEAT A0 R, AT DAY N BRI
GF(2) 1 GF (2™) BB HAT 0 GF(2) LB E ki S B — N 1 bit, — k=4 1
bit 8, FEFEE T NPRIEHE, AFZERE. PHE 5%, GF (2") RS EE RS R % —
BT B R, RS R AR AR M — Bt 2 R AR AR AN LA A, W R BRI
HrER BEgEEHE. EREHE. BA. S &%, BickE, £ T LFSR X T NFSR MM &ML E
HHET FSR WS, AEIRFMLE: FSR MM BMEEAF, FSR MUK AT 4, ZEKZ A8
i 160 bit, FSR SA R 1024 bit; F%EE L 25 S A E ARG H N EERLE K2 8 HRE.
FATE T RIREEAS, — N 1~32 bit; IRZIMEMEIEE R T2 RIEHR AL, BRI E— A
AR 32 bit; ARFHEMLEEPR S SR N AL AR, MAMELL 8 bit FZ, HirH A58 Z RHCK,
T HEALFE 4 bit. 8 bit. 16 bit. 32 bit PUfh.

3.2 W EWTERZELIELEM

HRHE XS R S R B0 (R S M . R AR AR AT S T IO GET, W Bdifaf . MR, B85
JG (process element, PE). M, ZH RIS, ACEE B REEOR, Yert—Fhd A i e DY 25 3=
PTG B S S ) AT SR T S R A B AR A, L T A B AT T S AR S . W
F MR S0 57 3 DR R MR PO AL B T 5 5 T SRR e O R BT Rt
T 560 - 2 T b B 2 5 A A e P B

AT E AR B AT A R AR AL A AR RS Sk S M. T E M E TS TR E R
SSRGS MRS . SRR LA RS, B R ThRE A
MR T

] A [ BRI B AT AR KB 32 B R AT AR IR Z RS IR AS 1A &, L 32 4 32 bit I A7 885t
FEZ, AT DARIEHC B (5 B SEPL A A7 2 5 0 Z A R 77 SR R B LR AN [F) 77 1) SRR RS AL, SCFF 1 bit
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Table 8 Analysis of algorithm characteristics of stream ciphers
REWEE #®{Efi% FSR  FSR &% BiEEE & DN L S& M
As/1 @ 1 3LFSR  19,22,23 1XOR - - - - 1
LILI-128 8] 1 2LFSR 128,127 1XOR, - - - - 1
Decim v2 53 1 ILFSR 192 1XOR - - - 1
Grain v1 B2 1 1LFSR+1NFSR 80,80 1XOR,1AND - - - 1
Grain-128 B9 1 1LFSR+1NFSR 128,128  1XOR,1AND - - - 1
Trivium E3 1 3NFSR  93,84,111 1XOR,1AND - - - 1
MICKEY 2.0 B4 1 2FSR 100,100  1XOR,1AND - - - 1
MICKEY-128 B4 1 2FSR 160,160  1XOR,1AND - - - 1
A2uU2 Bl 1 1LFSR+2NFSR 17,9,7 1XOR, 1INAND - - - 1
Espresso Bl 1 INFSR 256 1XOR,1AND - - - 1
Sprout 52 1 ILFSR4+INFSR 40,40  1XOR,1AND - . - 1
LIZARD [ 1 2NFSR 90, 31 1XOR,1AND - - - 1
Plantlet 54 1 1LFSR+4INFSR 61,40 1XOR,1AND - - - 1
Fruit-80 53 1 1LFSR+1NFSR 43,37 1XOR,1AND - - - 1
o (B 1 4LFSR  25,31,33,39 1XOR 24 - - 1
WG-16 22 1 ILFSR 32 16XOR,16AND - ( - 1
SOBER b4 8 1LFSR 17 8XOR,8AND  2° (2*) - - 8
SOBER-t16 24 16 1ILFSR 17 16XOR,8XOR 2'¢ GF (2'%) - 8 x 16 16
SOBER-128 b4 32 1LFSR 17 32XOR,24XOR 2% GF (2%%) >  8x32 32
SOSEMANUK B4 39 1ILFSR 10 32XOR 2% GF(2%) « 4x4 32
Loiss [2€] 8 1LFSR 32 32XOR,8XOR - GF (2%) «,>» 8x38 8
Strumok [5¢! 64 1LFSR 16 64XOR 2% GF(2%4) - 8x8 64
SNOW 2.0 (B0 32 ILFSR 16 32XOR 2% GF (2%) - 8 x 8 32
SNOW 3G @ 32 1LFSR 16 32XOR 2%2  GF(2%%) - 8 x 32 32
sNOw-v (53] 128 2LFSR 16,16 128XOR,16XOR 232 GF (2'%) - 8x8 128
zuc [ 32 1LFSR 16 32XOR 2322311 - >, 8x8 32
ZUC-256 (L9 32 1LFSR 16 32XOR,70R 2%% 231 —1 - >, 8x8 32
rRC4 B 8 - - - 28 - - - 8
ChaCha20 (@ 32 - - 32XOR 22 - « - 32
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Figure 8 Block diagram of reconfigurable computing stream cipher processing architecture

8 bit. 16 bit 32 bit —3t 4 FHRIERIEE. W HEM AT ALAF A7 2R 51 A SR A\ N BT B A8 BB TR 51
4 v B

bt Sk Ath H 25 g £ B I AT T A OB 7 B AT 8 R A R e KR N BT LS SR TR A ATIE B, 3
32 A~ AT E M R AT SR EE I R AR 32 bit MRS AL AR AR BTSN — 4, 3% 32 4, ANk ImER
gERSe N 32 21 32 bit FdE P aECE — 4, AR SR IE BRI A E SR B R, STHEH K 32 bit %3
AT — RAIPOE R, L ERI BN 1 bit B, F—A 32 i 1 M2 BOE S MIUEATE 1 bit, A6 0
PN 32 bit. 8 IX b G ST B A [F 7 B Sk A4 E.

] F R IE 5T A R ] B A T SR D AL B AR R R (A O R, TR R RS . K
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F L IE ST RIS 1234
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Figure 9 Structure diagram of reconfigurable operation unit array
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H 12 17 4 %) PE #1 PE 47 Z [A]) ELIE M 2% 2 B, AR X IR0 2 A5 oH SORLEE (K GE i 43 #l PE f 3R
FPRLEEBETE A 32 bit, DABE AT A3 & AN R AR AL T8 (MR %00, Ja SR o @M R 2 2 5 80 (logical
operation unit, LOU). HARZHHIT (arithmetic operation unit, AU). #ALH.JC (shift unit, SU). &
##FHIT (lookup table unit, LTU) 4 FARIMIhEEHRTC. 4 PE #E& LOU. AU. SU, FUNTER %
b S Gl AR R T L AR, BTLAE 4 17 PE {8 —A PE 4135 —4 LTU. LOU A1/
N, BT BASEER PN AT A N RO 2 = T R A AR E, ik (XOR). 5 (AND).
5 (OR) %5; AU BN, H—A 32 RLAIEA 4Lk, ol LASEHUR 28, A 210, 4 232, 4 231 —1
JURR B IEIZ 5, SU B =AM, HPAS 32 SIRRTE A2k, ATLASEIE 2 64 bit i A ERAESL
(¥) 32 bit LARATRAE IR/ BIRAR . AR, TR GRS, LTU B =AM, th 4 4 8 bit i
8 bit WA S FBH BT, S FIBH AITH SRAM 28, SLHiH K 8 bit i\, 32 bit M KEHRE
BE. By R BRI A T ARE I, FTCy 7RISR, 7E AUL SUL LTU R A%
TINT FEERIE, NMEHMTRAIZH ., BABERFKEH A8 5T LS 5 — M B RO A7 57 5
BAE. B4 PE A 4 /> 32 bit MFIN, 1A 32 bit 1U%IH, PE M5 TT LUK E TSk 52 54 1% B 4
. 5248 E—1T 4 A~ PE W AGE . LTU b8k, 51408 THE PE I8 AT ELSEBLR/K A, 1E
4> PE Mo om s B —A> 32 bit A E 3 TG PE THEA R, WA ERKAL L, #idiff—
9, IR T BN P A7 2 AT 55 8%, PE A7 Z MM FHOEM 4 K CrossBar J7 2T HO%E, SCHUHSRT 5
AT 2 A 4 L%

T A S TR (1 % A 5 A LR i NS A B R B AR A, SR B O, S B 5 4b
FREE I ZE EL. N B AE A A SR A i A O B DB 1 B 2 g H B, T E IS T
W5 S8 S F G, WRTE IR 2 D IR A SR B, RE IR BN PE i o i 3 2 SRR A, 5t
e W] B ) S RS O 27 A7 A 4k 45 SR AS AR, T SRR B R 1 B IR AR RO B, A R A I A A
PE #5126 5 25 B 008 A7t 1) 25 IR AR At 25 K LAt B A B 11 ] A T8 B B o B A EEA T I 2
T 32 () B I3 SRV I 7 2 ) e ) 28 SR 50008 A1 w0 DA Bt [ v B g i B SR G MR B R AT 4R A, e L)
o ol S ol R 5 A Al

B ) v L LR R G BRSO AR AT A LA R, A P O A R T A . iE A
ot P T A P R (2 . T 0 0 R L 06 P S0 A2 L o B T g g BT 5
T AT R SR RS A 25 A7 AR RS Sk E SR . AT E IS S R A B E . R, G
A AR R B RS 5, IR 5 P R P il A, 42 i) m] 44 d2 5 0 o R 41 1 98 R

ST 90 R P B R P T =, WA SR IR S 1 2 VORI B R SR AT AT I, B RE
WAL R E A TAT 5 FATIAT; B I IBEE MR , A0 5 3 R AR B2 5 S AH R,
AN AN S A (0L 2 A7 A8 GBI, R — A AP A B B b — R A AR I, A SRS S, b—
PP R E CRORAE. ST IREMRITIEN 5, WEMEIRS MW BAFE AT, 55
T LFSR (9 % B 57 10 RS AL 27 A7 25 AN AR LR 40 2 [R) 2 R BT 1), 884N i B0 5 22 [R] B AT
35 AR B RS, PRI R PR T S5 2 D A 3 B 2 N T DA % 3L AT e B

4 KR#aE

I B () £ PS5 T 1 L P10 5 B 20 A8 A3 2 244500435 I FET T R, R 2 7 s
HUJT T, 9 7 S5 80 A B8 o s I 0 A PR B, A 2 R R A T T ) S V. Y
LR, BRI 5 T D S R T 3 — G g, T R R G4 45 A R R HEAT Wi, DAER B e 4
PE, HUnE T LFESR MOMARD, 2 fEJR Lk b3 40 F — s S s R 0 L0, {2 S . Mo stk it
(193 45 3 BEAE T 7 TSR ) 5 R M R BRI A48 4F b, AR %A% Shannon (IR AIY BOER, 761
I B B B AT A 5 X IR Tl LA S b, AT 5 T VR oAb B R R, B B 2 A
R 95 7 SR 2 A ) B0 g P 45,

LR SEILH A B KT, 7E ST 3 0 Bk i, TR T A6 0 B R 2 I AT AL, M AR )
FE BUAE. ACIR. TR BEAESTIUNT S RO SRR R R S BB R, B ST A
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VB HE AP AF S 00 . RAM A1 ROM ORI L, BRIRA SR RIBA, BOMIEINTE 2 1017 8 W A7 &
SIS A TR T SEE IR (A BORTE , SE R B AT, WL EIA RS, SEm M4l
PF 2 (BAFAE AT, P A B A T S5 ) Ak PR SEBILIN W] AT A 3 A SRR R SR AT .

MEER IR RS, T IREM SRR R EIOEINE FIER . o 59l — MUl i
SR B A8 B 8 T A SO R 60 B P % P E Iy % 1 B0 534t g
T IR B B 2 5 RO B SE R — A A PR i ), H AT6 TR E SR IR Beoa ™
W (OB, (U L B S LA DR AR 46 (0 R IR R AR B0 BT, O 7 i R R e 4
2N RS2 IR B2, BEGUE SR B g — AL B NIST &I IEAERET IR
BIUEAEA T H AL B bR A A IED RE R R B RIS 5%, — 2R bR, deit- Mo
T PR R B GOAIEIN T AR H AT AR R AR B AR ST 1A

SE 3k
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