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Overview of mobile communication network authentication
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Abstract: With the increasingly serious security situation of mobile communication network, it becomes an
important issue about how to protect the privacy of legitimate users while providing high-quality communication
services, and how to protect the carrier network from being invaded becomes an important issue in the field of
mobile communication security. Authentication is an important means for users and networks to authenticate each
other's legitimacy. Authentication methods are also evolving along with network evolution. Starting with the
authentication methods of past mobile communication networks (GSM, CDMA, UMTS, LTE), the advantages and
disadvantages of each generation of authentication technology are analysed, along with which the authentication
technology and unified authentication technology of the fifth-generation (5G) mobile communication to be
commercialized are emphatically analysed. In the last, reasonable prospect for the development of authentication
technology in the future are proposed.
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WA B F AL TMSIL, R EFHL B E 2/
FL Sy, M BGEE R BT HR Y 3
Wr sk v LA SR FHL IMST. 25 —Ri7 5 & 330
SRE . BT FHLE L FEAS 5 50 B B ok 1 L
HEAT G A, O JE sl s e o b B SRR S A
SUE N LEE Y, HEETFIENNE
fE R b, 2 5 9RAT SR R I F ALK %
B4y 6 UE1E 3K JH 5. “Identity Request”, FHL18#
W FLSE By IMST _E Rk gs O B o BB 32 3h Mo
FHR WSO A, AR IE ¢ Identity
Request” 71 S5t 7] LLAS B 35 O [/ XA =41
B S &y IMSL. FBCA 4 1 — 3K IMSI
Catcher . N #557 f1 (Stingray ), Stingray /&
—K R A I CanlE Wy . BdE o)
MEBB CAntyig sk ) IMSI Catcher
Z IR TR, AT DL 2 I 3l 1 4 A A
HAT AT 8 o0, WU IE E N, IBER H AR
FHUALE, #E1T DDoS B S5l45-46,

=& eNB %4 . 3GPP I\ HHT eNB B
EBUEAZENE Y, eNB Ml —MREKH %4
v el e MUty & B ARV A% eNB, H T H
bx eNB 1% £ Kens 7] LAZ U5 eNB _E )% Kens
HEHAR 2, A BUh 3] TR eNB, T DAHE
1S 2 H A eNB K% 40 Keng, FEURIZE LY
B A4 P vl /N DX U1 i 28 %5 AH A B
FH P RIS, BANZEEH (Kas) EHA
HoA J5 1) 2 4 e,
42 5G RGE

2018 4 6 H, £ 3GPP £f 80 ¥k 4x4x I 5G i

LM (SA, stand alone) FRifEZRSE, 1X7E 5G br
HERT SR — N SE B, (ELETT Y 2017 £ 12 /]
3GPP % 78 k44 Bik4s T 5G dESh Sr H W

(NSA, non-stand alone) #7211 (NR, new
radio) AnifE. XEGARIEXT 5G $ATT BT T
W b, EEXT 4G 2 SR AR LE IR 22 42 )
B, 5G SRUTTERE T MR TABIE, SR [l 2 A
H ARV AR 95 18 IMST i gk . FHLINE
SEE Y E 5G HFRY SUPI (subscription permanent
identifier) (RRLF IMSD), @i 25N & (¥
CHFRN SUCH (subscription concealed identifier),
SUCI fiken 2t J5, b EE BERZOM, K
PR A 6 FrRiRia7,

5G ZGLA 2 MEEBGER, 2938 56

AKA 1 EAP-AKA'. EAP-AKA'S 5G AKA JE#
FEARL: EATTHOR T AH Rl 22 i, K AR o3k
A R BPRAR e B, SQN A T E ISR,
AN E R . X2 — L B AR AR
A — S G B YR A2 R B AT 2R, I L R B
KH 5G AKA P AT BEBOAIE . 24 Ik 55 9 4%

(SN, serving network) fil’k 15 FH F BIINIE,
F P44 3 st 4 R 3% SUPTL (1 B ML N 2 . SUCIT
=(aenc ((SUPI, Rs), pkHN), idHN), ', aenc

() FoRAEXNIRINE, Rs ZFHEHIEL, 17 idHN M
— AR RN JE I 2% (HN, home network ) o
FRIRFT IdHN {8 SN BE# A 1& i HN 5 R IAIE 5T
ko fEHWCE] SUCT PA & SN B & iy (RN
SNname) K, HN o] LUk Z SUPL. H P RIS 17,
HIEPENIET V. R, SUPLILELF idHN,
PR AR IR A 7 & L HN. il ik, 2540 K FE
KHASL 25, SON N A R FH RS . IR
SQN REiZAEH PRI HN 2 [8] []25, (HW] R R A=A
A Gl TR E 5D, Fik, {4 SQNuwe (4
9 SQNin) FRAAAEGEAE UE (35108 HND Hf)
SON ff. 5G-AKA Phill B4 2 N EER B il
Wi SR ] 3 P R [P AR (FE SQN AN RRE 1S
L EEHT HN ) SQND.

B — P BOA S5 v B 7E B S BOAIE TS 3R

J&, HN WL S EO @R . LA R (R
challenge ). AUTN CiiF: BH k&% (1498 e & F0 3 5
P£). HXRES * (SN HIEE 1%} challenge (1005
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#1234 TEEZESE: F2ahIB(E M EPOMIELHE ©9-

Subscriber ServingNetwork HomeNetwork
K, SUPI, K, SUPI,
SQN;,..SNname SNname,SUCI SQN,,,-SNname
I
new random R
MAC—fI(K,(SQN, R))
AK—f5(K,R)
CONC+SQN,  ®AK
AUTN«—(CONC,MAC)
XRES*«Challenge(K,R,SNname)
HXRES«—SHA256((R, XxRES*))
Kgar—KeySeed(K,R,SQN;,SNname)
SQNI!N(_SQNHN*—]
B R,AUTN - R,AUTN,HXPES* KSEAF
(xCONC,xMAC)—AUTN
AK—f5(K,R)
XSON, <—AK@xCONC
MAC—f1(K,(SQN,.R))
CHECK(i)xMAC=MAC and(ii)
SQNH},<XSQNH
If(i)and(ii)(Expected Ref ponscj
SQN,,,<XSQN, +1
RES*«Challenge(K,R,SNname)
Kgar—KeySeed(K,R,SQN, . .SNname)
RES* |
if SHA256( <R,RES*> )#HXRES*then abort |
RES* SUCT >
if RES*#XRES*then abort |
- SUPI |
Bl 1
< Successful Authentication >

If(i)and-(ii)(Synchronizdtion Failure)J

MACS—fI*(K, <SQN,.R> )
AK*—f5*(K R)
CONC*—SQN,, ® AK*
AUTS« (CONC*MAC*>

‘Sync_Failure’, AUTS

‘Sync_Failure’, AUTS,R,SUCI

if CHECK(i)holds for MACE in
AUTS then SQN,, —SQN,, +1

UE

Bl 6 5GAKA $F0d7

Ksear CHHEAHH AT SN Z 2{FTEM ). B
fl~f5 AT S HIIESH, £ HmnE
PR, XL AR, @RR A

Challenge (-) fl KeySeed () &8 &K% HALT
A %L (KDF, key derivation function), AUTN
AR HEEOHEIVEY (MAC), HEFH
2 H A7 i B AH B2 FF 915 SQNuN, SQNmy HIE
T % Y TH A AR R P85 SQNu A H 2
JCVF H P 58 3R DLIE 1 3R 0B i B DA B b E R
Wiy, I H MACUEW] T challenge M3 S5 14 .

HN A28 o1 i) 1) 56 B Wi B RES * &3 45 SN,

R RGE A EIME, XM TR E

BHHM . AN HN X SN FEAS 2 52 e fEAE 1,
U SN A Bty 2 45, ) HN &% 3% 56 % 1) RES
ot g H P E R

SN f74i#% Ksear 1 challenge F 75 1m0 87, 4R
J5 ¥4 challenge %% k45 FH P« WBIBkER)S, F
Jek B L ST RE B B . Sk, H AN AUTN
HZEL xSQNuy Fl MAC FFRE T .

1) MAC #2552 /% T K I 1E# MAC fH,
R R, A 2 MAC £ 5k T B
'Mac_failure'.

2) WIETE R A2 HEE, B SQNue <xSQNnns
WA, WEE [FE P K <Sync_failure',

2018096-9



10~ W44 1515 .5 42 4R

545

AUTS> (AUTS 7£ T [ i 587 [F 2 R rh i)

R A R A AR, A Pk
Ksear, A TORIVGEHEE, ©IETHE RN R
RES* 144 H K 3% 3 SN SN K6 2 1% Wi ¥ S 75454
A, FEHERAGIIET A HN. W R e a8ie s 2y,
] HN 1] SN A A A E 2 36 SUPT K i% £ SN,
I FLAE FH %50 Ksear fR47 SN P 2 18] ) 5 2238
&

FERG R (B 2)), F A EE
<'Sync_failure', AUTS>, i 2Lk ke 5 T [F B i i .
AUTS ¥4 28 HN gef% 18 H 7 SQNue K7 415
B e H K SQNun K5 H P E B F P, H
SQNue A2z LSO At DLIEE G gl BT o
I, G SR R SQN, Bl'E 5 —AMERFFAL
BHRRE: AK*=f5* (K, R). R E, iR
& CONC * =SQNur®AK*, ‘& fo¥F HN i id it
HAK *SRIEHL SQNup. 1HIER, 5 *F1 f1 *2 M
SEI R I R A, 5 R f1~5 B TR
)5, AUTS =(CONC*, MAC *), Hrf, MAC *
=fl * (K, (SQNUE, R)), f¥F HN ¥iZH 2k
WER B BUHA P .

H#l, 3GPP frid 4 BIHG 7 LL R A
F ML B R n =8 SUPT 1 A 8 47 il /e UICC K
USIM H'; SUCI HIfig# 5% (SIDF) REdhgr—
W, IMEBALEZOME UDM Fy 4 PG & 4
GUTI TG R, B4 N RS 3l 1 45 221 e

(AMF, access and mobility management function)

Eph.public
key of UE

2>Key
derivation

i) ALK AT Identity Request 15K 47 FAHLIEEM
% S Mk % B i B Identity Request K i%
Null-Scheme ) SUCI, B4R ¥ SUPL: i AMF
B BTG B R IEF ML 5G-GUTI:  SUCT (94 il 5
VAT LR FH A [l 2 4R Bihn % 77 %€ (ECIES,
elliptic curve integrate encrypt scheme) 431, iz &5 7
WA LIREH TR KRBT R, EE0 LR
Null-Scheme .

5G U7 EY, @ AFAHTT S SUPL N
%N SUCL & — s, BAuhEE% 7 H AR
SE 5 SUPLFE7 HA& & . 7EI&] 7 A1 8 Hm] LA
BRI PIXTBHNT, — X Zun =4 1~ 4H Eph.
public key F1FA%H Eph. private key, 7 4h—X]&iz
BT 2 R AR, 2 A DX 2 A7 A g 2 B T
TEAFIRAE USIM o, I Z8MIA7AG FH 2 2 7= AR 1)
I (20 ROE L 4D, IR PR 26 535 % FH A
M Zn# (ECC) Hik . Kl 8 4iih UE Il
& SUPL IN# 9 SUCIK (75 %8, B 5l 28 3im £ BRI AL
AEMEIRME R A A G, IRA H— X R R I
)i 465 % 41 Eph.shared key, [ 54 HLIRAE H ns
PIE%EH, BUE A X SUPLHEAT X FRINEAS
3| SUCT; MHIRA 2Lt Fir A A FE BT e 8
PEGRY, WA B &S5 B DA S 2o K
R BB 2 o R B A B SUCT AN 283 5 4 5%
RINEE.

8 9 W £ Ak £ Sy £ 43 BEAT SR 1) 7 5
WA £ R HALE] (private key of HN) 52t Tk

Cipher-text MAC-tag
value value
* 1]

- >
| 6>Symmetric || ?urmg
encryption (verif))

A

A

(=2

A

I>Key [ |
agreement

A

Private
key of HN

A

Eph. Eph. Eph. Plain-text Eph.
shared key shared key dec key block mac key

3>MSB

| 4>1.SB

7 ER N L IR UETT 5
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5512 THEEESE

G R R SNTRZR e 11

1% (K] % (Eph.public key of UE) 4H & Bl % 4
Eph.shared key, Fifi J5 #f IR 4= tH 3 % 2 master
key. {HIXH 5% /0% SUPL A A, P25
SR A AR S ATV B e B AR S, 4
B2 Bt B MRz P BRI Sl e it
RAEARIEEN G, 4o —DRELSHERK
24— B ¥ 1 (UDM, unified data management )
G, UDM Hifi F SIDF (Subscription identifier
de-concealing function) [ JT % SUCI fi# % 15 2
SUPL. # 13K, %Ot FHLIH ST 0FE —
RO N AU 5 BAE IR, BERRKES
RIEFHL, Tl USIM K256 WX 260 it A& 32
ARG RHAN

1277 & AT DUIGR) 38 it 56 30E I i %5 45 3 SUPI
1) S St 2 R PR 0 2% SRR R s B
DR 280350 K I TR)— 2% h 42, BRI th 2 i) S 40—
FH (Curve255191%1 BY secp256r100) , 1 %5 4H 2 [H]
FR 2R M [ fh 2 b bR ol ik, e umFAH - N 4%
NEH=M AL Zum A FH,  XAEER F W0 e
FREHA A B — R X R o
43 5G ZGENZEMDR

BIRTT & 3GPP ARAER 5G 7 F R 45 v R 5
B, HECELAMTN REXN A 5G hrifEidtir
LA R FE153, Basin S8 5 R A0S0 0E T4
BT 5G AKA Bk, FRUE B Z I BOK RETH 2 B A 2
K T2 4 Hir. ZTFRIER, 5G Phillih=
HABOCH M Z A m . XKML 5G K T R
71, 5 LTE BIEBAE, — B illhie L. 5k

Eph.
public key
A

1>Eph key pair 3>Key
generation derivation

Y

it R A RS K 2 Bse A S0RT Bl AR 1
WO R AR A, & AT 90 N 01 IE 7E PRagt 4 i3t
5G WEFC, RS AR AE AL ZAE S S S R A
SR o

WA 4 T 1) 4 BRAS E 7 AT A% % 3GPP AR
HEHRE 5G WL, 5G eAaRah2ei A4 B H
(P22 A X ESR AR 18 5w o — 1 S fE
H O E# R SIM R 1) HoAth E K2 B i A S
BOEF . SR, T3 AHE B I8 A 5B S
T AR SE MR R R, FEAERRUER S 1 T 4
il AT 8 T R TR VR S . X —BLRAE 5G W 4%
A TTREGR S I, — i T R N 2 I PR St B
H5G #AYiHe, H—7J7H, 5G ARG
(PKI, public key infrastructure ) SZJiti [ K 2 # 5k
BRENST IR ASE T 3GPP [VE [ 54, thgh, —ik
Bl K BRVF IR 28 B A [ KB E e+, (A
Uk, ABRCR RS S 5G % A TR R AT RE
/e T SIM RAZNETA B A X 1723
BE R AHBGETS, Fik UE 288 /#A 2 F
W OB IE AR RS AL A SHEGE B2 8 /i
PN LS, TR BRI P= AR 2 FE 56 R R4
OB J5 H s @ VR Bl o 1 L B, B AE
IXHIEE N BRI 4, BARIX S IR A ER
5G ML 2T . 5G ZAe MR A RHIET @,
BH B B0 5 a0 SR A 9 P IR USIML 32 43t i 55 1
%, WP SEAZERT R, XEWE 5G H
B SC A& % IMSI/SUPH (L R AT SRAFAE o

HHT, 3GPP AR BHAM) A : GUTI ¥

Cipher-text MAC-tag
value value

A

o | 6>Symmetric 7>MAC
encryption function

A A

“Eph. Eph. Eph.master Eph. Plain-text Eph.
private key shared key shared key enc key block mac key

2>Key
agreement

Private
key of HN

A

4>MSB

1 5>LSB

Final output=Eph.public key||Ciphertext|[MAC tag[|lany other parameter]

8 AN SUCT AR &
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<12 M 55 B4

AR H4%

PSRRI E, RHISERBEITHRE. &
FEREMZ, GUTL BRGNS S ik, HinE
K [ PRFFANAL, T A B4 Bk 5 1 AT <2 30
TE— BRI (8] P (AL B BRER o 5 — A £ iy o) ) 2%
R SUCT WA R (Mt e o S FHLAEY R
PR 280 3% (1) B AN UE 1 SR B, 75 22 (A1 52 SUCI.
FHVEARIE IR K IE R SUCT # 2T EER . BEHL
(1o AR O EE AT AT LA B 2SR F A1 3% SUCT, X
2 FEFNUHJHFEE KR DoS Bt % .

5 Z—INERAR

ELUAEREERST, FEWLNZSAEA
Z [AIRIEAE, T S5G M2 7 B 2 N 5L W)
5z mrafE, Bt 5G 75 B3R 2 i 451
N, WL R X 4% (WLAN, wireless local area
networks ). LTE. [ %€M 4% . 5G NR. #JEM (10T,
Internet of things). RN, LEEMEE, THMAR
(R 10X 2% P A5l FH R N RAN ], DR A AN R 22
T RAMBEAVGEN . FE, BT &MERYE
WA B, — AN P AR 24 %, T
— i ] BE RN SRR 2 FEATT I, ALy
¢ A] BE 7 A — N o AN RN TT o 8] k47
YIge, 8838 FH P AEAE A R 28 gk AT [/ — Il 5%
B, EER AE AT PO D UE PR HR M 28 1R 2 224 I
MR PR . Fik, 5G W25 20
A5 — A UEHE ZE R Bl A A [\ 32 N AIEJ7
3, BEAME EE AN R 3 N AIE J7 AR A AL
WER S, a0 B SO AR B R
PRAE, DA i 28 i 75 7 4 ) 2% 1) 33F 47 17) 48 16 ()
ZANUEREE, A I I Be A Ok [F] — b 55 75 55 46
2 vy B HE e N7 SN BE 8 3R A5 I SRl 55
2R,

LR A N DR BB F R RS E R
T ZE S, BIME R — KBRS TR R /)t T e
FEK. A e N & R R T RE, R
— AR LA S e — IR, TR IR Y A U A
FRAEZREFE I AR, AT %, FHLW
TFRBEIEA W SE, CAE el R A L2 il
AREFRTHRERE )1 7 5G MHsH, THHEBE
ISR 4 A BElC A SIM/USIM £, ARG —E
FABRE ST, A& A SIM/USIM R, H

SRR AT BE S 1P Mk, MAC (S BT 42D
bk FCFUERAE A LR R I A i
T2 VA R BAE AR 22 2 A7 At B A IR AR
IR, B, 5G M4 T EME— Mg — S
HARG, R HARE R RIMIAET X AIE
FEUEFN B AR 1
P RAINIEVMYL (EAP, extensible authentication

protocol) TAMIFHEZEAE RFC 3748 HE 0, & fEd
A5G g IMIEFR RN &L T %2 —, EAP AL
HE G — P SCHRE 2 P GIE T 15 1 =7 VGIERE SR,
fe B 3¢ 2 Bl IE P B, a2 AU & B B

(EAP-AKA). T3t % 4 (EAP-PSK). f£%i)Z
224: (EAP-TLS) % . 1£ 3GPP HHIFTE X1 5G
P 2 22t b, D0 IR 45 4% D) e C AUSF,
authentication server function) I\ AE 4% E 22
4 #E T 58 ( ARPF, repository and processing
function) W JG A] 56 A% 4t EAP HEZE N (KA IE
% Uine, BNE B IEE AMF W ot ] 58 il 4
ANEGIMZ S B IIEE, 5G G—IAUEHESE
w9 frs.

— '
----- > mimimm = i = o iy i
e il — — Ittty >
D - >
D BN IR 4522
|
L ] g
KBS HIER

K9 Zi—iFHEL

3GPP 7E R15 Ffr Bt (1) SCHY TR 33.8991541H [ i
T BAP HEZEHE 5G Fi—iMIEHESL %Kik T &,
HE SR F T AT AT 2R AL (0 P AT Ao —Ff 3GPP $%
AHA (41 2G/3G/AG) FHE 3GPP 2 AH A (4
WIMAX, Wi-Fi) #ATHNERGAIE. BT, EAP
¥ FF N AE J7 ¥ 5 EAP-TLS . EAP-SIM .
EAP-MD5 5057, £ 5G 4i—iAEHELE A, K%
ANJ7 Y PI/E BAP AEZE NN 5G #0M: H
i WLAN #: ABFA] {5 EAP-AKA'HHL, A
2R NI AT A IEEE 802.1x AIF, 5G NR #A
A SG-AKA AE. BRI, H
ANFE N2 45 Thae B S — 1 AMF Al
AUSF/ARPF 2L UE RS, XA P AR AN [F] 4%
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o512

TEEZESE: F2ahIB(E M EPOMIELHE < 13-

N TR BEAT o 42 U1 N mT fE »

5G 2% [ 4 4 58 55 LUAE IO 2l R4 4% (1) %
R XHRK,  FIAGE—INUEAE A REFEAR
BER KB G AIZE A, PR 5G MR
BEHTAL 55 I BIIEST R IR S22, AR
G T 5G IR A

6 AHREBIRAKELE

AT B SCR B SRR AT S 45, JF
X AR RREAT IS EE AT, R 1 s, R 1
BA A GE—ENLE, PO g — EL ] 2
— RS REREOR, BRI G
%,

7 ZERiE

B3t 28 5 AR s S, 3GPP & X T 3 Mx
HERRA (R14-R16) SERARELL TAE, FET 2017 4
JERAT T 25— 5G AERST AN AR HERRA  (5G
NR NSA), B K sria EmmAam Rk, 4k
i, 3GPP T 2018 4F 6 H KA 1 5G M 41k
IbRERRA (5G NR SA), #E—P L HEZizyE
P T 3K o T R16, 3GPP #HT T EZ A
3858, A 5G i L 1TU B X =K%
SER .

5G BBGMENLE] S 7F RIS ARAS B,
B 45 — RN E A F7 £ R16 RRAS H 4k 2 B
. B ARHEME WA, SGHL T OH
IMSI it &5 ) o] @, OGP 7 B AR AAZ O M)
K H, RR#ER 7B 5G M 24
P REFEIR T, BE R AAELREE 5G M

LRI AR TR AR 5 U R 2 (A B T, Bl
HULN TR SG R RERPE , 1A B BUE A
SEA4 TR 3GPP bRtk BT RLE BIHLE] . 53 4b,
G —WENLHIE A R 63, BT ERANS MR
RV &, H Stk H R 5G M1 %
Ao SRR B 28 S RUHL I . 1% 51 2 0 % A A
IEFVEREN. Mk, 22K RE,
DL A ABARE 4E . P BR AL GRS . M4 24
oK e BeAh, BT S AL I KAk 2 S
%, MEEENRIE RS EEEREE, B
R 5G TR F 355 53k (o SNOW. ZUC .
AES 55) HESIAFAELZ MR E, (HE)E 5G
B# 5G HR P SRR, BN SR R
FIFHEERKE, BEEBEENE T T4
P, AT ARAIE A% 31158 15 W 5B ERL I 1) 22 42

BE 3 -
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