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The Method of Decrypting FileVault2 Offline and Applications in
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Abstract: Apple launched OS X 10.3 (Panther) system, the introduction of a FileVault disk
encryption feature. In the latest release of OS X Lion system, the introduction of a new encryption
FileVault2. FileVault2 uses full disk, AES-XTS 128 encryption to help keep data secure. Given that
most of forensic soft can’t achieve forensics quickly on FileVault2 encrypting disk. This paper first
discusser encrypting principles of the FileVault2, then puts the FileVault2 decryption method offline.
And on this basis, designs the decrypting FileVault2 tools, which works independent of the operating
system on the target data source and able to in the absence of Mac OS system environment through
FileVault2 encrypted disk forensics. Practice shows that offline decryption method enriches the
evidence items.
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