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TCSEC 18 [ 7 Al {5 3L Ali(Trusted Computing Base, TCB)IHER:, X & —
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PUE B R G 2 ARSI E XI5 5 A5

2.2.2 CC hrifE

1993 4, 7ESE[E ) TCSEC. WK ITSEC. A& ki CTCPEC. & FC
GAE B e EN BB B, B 6 MNESK 7 U7 (G E 5K %2 4 R E K AR AET
FURS NS T 35 8 ) SRR H T A5 B8R 22 & 1F i A v (The Common
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CC 2.3 it (R ISO/IEC 15408: 2005), HTHE Fx CC ™k 24451k T CC 2.3 ]
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(1) PPEXTHR (Target of Evaluation, TOE)
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AOREEEE), EFRARCIE R R . P far . k7 RS,
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SRR AR ALLA(NIAP) 7 SHis T S FE
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® N ST SEHL T HTELRM A ThARAME, I HOX S Th B i1t A1 SE Bl
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Assurance Class

Assurance components

ADV: Development

ADV_FSP.1 Basic functional specification

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.1 Labelling of the TOE

ALC _CMS.1 TOE CM coverage

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives for the operational environment

ASE_REQ.1 Stated security requirements

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_IND.1 Independent testing - conformance

AVA: Vulnerability assessment

AVA_VAN.1 Vulnerability survey

&

39 EALL R 7 PF 8 B R

Assurance Class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security preblem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment

AVA_VAN.2 Vulnerability analysis

&

40 EAL2 R H)PF 8 ER
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Assurance Class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary

ADV_TDS.2 Architectural design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage

ALC_DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures

ALC_LCD.1 Developer defined life-cycle model

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE: Security Target evaluation

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.2 Analysis of coverage

ATE: Tests

ATE_DPT.1 Testing: basic design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment

AVA_VAN.2 Vulnerability analysis

5]
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Assurance Class

Assurance components

ADV_ARC.1 Security architecture description

ADV_FSP.4 Complete functional specification

ADV: Development

ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.3 Basic modular design

AGD_OPE.1 Operational user guidance

AGD: Guidance documents

AGD_PRE.1 Preparative procedures

ALC_CMC.4 Production support, acceptance procedures and
automation

ALC_CMS .4 Problem tracking CM coverage

ALC: Life-cycle support

ALC_DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures

ALC_LCD.1 Developer defined life-cycle model

ALC_TAT.1 Well-defined development tools

ASE CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE _INT.1 ST introduction

ASE: Security Target evaluation

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.2 Analysis of coverage

ATE: Tests

ATE:DPT.1 Testing: basic design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment

AVA_VAN.3 Focused vulnerability analysis

CCAERIREBTED):

1. Pre-Assessment

Bl 42 EALA fRIEZHITEH ER
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H R, X AR T IEEAE K — 7, ¥ X S8 =I5 U A A
AT IR PP 28 = 77 o2 B AT B NIE R 26 1F . e A REE 2= R 5%,

®  [EF KA FEIDUR

® iffli CC My It L 2= ph.

2. Document Preparation

BT RRIZ RE R SO HES TAE, 0 ST A& RORFEE A SO, %8
PRSCPR bR RS A IR, B SR AR (0 SO DAAIE B 2 W] A 22 4 DR 3 THT G A2
TP AR SRR

WIS B 32 B — T ARl P2 S BT % FEVE SRS « WAEFT R5 3L
R ARSI HE I EAL ZO0 AN RTINS A AN, (H2 — 2% WESCR,  inThag
MY mER RE BTSSR AR

3. Kick-off meeting

FERBhE T, WEN . SERE . JFRE =07 R IR I, AR5 3EAT I
PR, SR8 Rxt i T bRig, iR 200 ZeThRess.

® NDA;

® Kt

® I H TR Rk

4. PR

® TOE #dhillik

TOE HIRE G AT Z AR ], I A R 9wl 42 52 i 5 28 50 H

o UlYHAE

AL B SCAEANIE S I LSRN 1] 4507 SHEAT DA A% o

® Progress Meeting

PR T R S AT S R B XV R AT I A
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-IEE B PFE

5. Close Meeting

® LiZIPH

® ikit4h

6. Certificate Release

® ZEKIEF

® fLEm

CC VIR ZAAAT R 4G M &5 FHEH, TR

National Information Assurance Partnership

Common Criteria Evaluation and Validation Scheme

CCEVS
... Validation Body __\J?'

“y .

o)

3 f 5
Yoneowe! T -
Onep ™

Validation Report
Samsung Electronics Co., Ltd.
416 Maetan-3dong, Yeongtong-gu, Suwon-si,

Gveonggi-do, 443-742 Korea

Samsung Galaxy Devices on
Android 8

B 43 CC MER AR 5~ 5
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National Information Assurance Partnership
Common Criteria Certificate
is awarded to
< 4 Samsung Electronics Co., Ltd.

N2 o

Samsung Galaxy Devices on Android 8

4% Common Criteria

The IT product identified in this certificate has been evaluated at an accredited testing laboratory using the Common Methodology for IT
Security Evaluation (Version 3.1) for conformance to the Common Criteria for IT Secunty Evaluation (Version 3.1). This certificate
applies only to the specific version and release of the product in its evaluated configuration. The product's functional and assurance
security specifications are contamed in its security target. The evaluation has been conducted in accordance with the provisions of the
NIAF Commeon Criteria Evaluation and Validation Scheme and the conclusions of the testing laboratory in the evaluation technical report
are consistent with the evidence adduced. This certificate 1s not an endorsement of the IT product by any agency of the U.5. Government
and no warranty of the IT product is either expressed or implied.

Date Issned: 2018-05-19 Assurance Level: PP Compliant
Validation Report Number: CCEVS-VE-VID105398-2018 Protection Profile Identifier:
. . . PP-Module for VPN Client Version 1.1
CCTL: Gossamer Security Solutions Protection Profile for Mobile Device Fundamental: Version 3.1

Extended Package for Wireless LAN Chent Version 1.0

Original Signed By Orniginal Signed By
Direcior, Common Criterie Evaluarion and Validarion Scheme Depury Nadenal Manager Navional Security Systems
Mational Informatdon Assurance Parmership HNatdonal Security Agency

B 44 CCMEIEF B
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3.5.3 CC MENIMFISLI =

NS LI =S
SBAKITE | AISEP Aca.certifications@defence.gov.au CSC, BAE
gk CSE: ccs-sccc@cse-cst.gc.ca EWA, LightShip, CGIIT
FE ANSSI: certification@ssi.gouv.fr AMOSSYS, OPPIDA
EE BSI: zerti@bsi.bund.de Atsec, TUV Info.
214 IC3S:aloke@stgc.gov.in Common Criteria Test Lab
= OCSI: ocsi@mise.gov.it Atsec, CCLab, LVS
=N JISEC: jisec@ipa.gojp Brightsight,ECSEC, TUV Info.
TSR | CyberSecurity: mycc@cybersecurity. my BAE,Cyver Security
m= NSCIB(by TUV Rheinland): info@nl.tuv.com Brightsight,
051 SERTIT: post@sertit.no Brightsight, Advanced Data Security
FE ITSCC: itscc@nsr.re kr KTC,TTA
[ s CCN.CNI: organismo.certificacion@cni.es Applus,Epoche, Epoche and Espri
Tt CB for IT Security: csec@fmv.se Atsec,Combitech
THHE TSE: ccraturkey @tse.org.tr Brightsight,BEAM,Epoche and Espri
HfE UKITSECS: cc@ncsc.gov.uk GI,UL
=H] NIAP: niap@niap-ccevs.org Atsec,Gossamer,UL

&l 45 CC NENIAEI =
HAl CCIMEMAAEZ A =R, LG, FRSE, EHWN A ED,

4 4t FIPS AiFE &

4.1 MR

FIPS AR FIMEA WL 2.2 F75. FIPS H NIST il 8 3 445, NIST 7T 1901
W, SUSTHIE AT ST BT EAL R G AR R R, B 3 MR BOTE R AREE
FREE(FIPS) 40 H AR (SPY ML [E] 4R 2 (IR) -
® FIPS FE R T KA B A I A R BAH SC I ARitE, oy s, s v i
e ARG,
® SP800 F A FE ST HML % A AUR I — Le A S 5T, MRS BEAR S
BRI EN 2T T PR LS Tk BUF. #t
AL o B EA 150 56+
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® IR FEMTRAMLWME . HRITHIG R H P& T 185

NIST JEHHAT 36 [H 250 VL AESE TG B 1 BAT S Ao FALE 1973 4F, fEMEET
EEBURF SN2 2T R 2 )5, NIST &2 T DES HIAEERMEESD, Hm T
FEHEFE bR B2 ) DES BERRE FIPS-46; 1997 4 NIST K2 T AES #
AESETHR, R T B B I bRl FIPS-197; 2007 4E NIST K2 T 442 ki 4L
SHA-3 FMESEES), JFT 2014 4040 7 kT SHA-3 [ FIPS 202 H%E.

FIPS [ 2 i AR #E a1 R s o

£ 7 FIPS ZiARvE

WS PR R
FIPS 140-2 TR 2 R
FIPS 140-3(Draft) FEAOREHR TR (FR)
FIPS 180-4 LA IRBEIRIE
FIPS 181 PR
FIPS 185 YT I bR
FIPS 186-4 Her R b
FIPS 190 e R BRI 5 F
FIPS 196 A8 I A B B AR R S 4 531
FIPS 197 e 2 N E R E(AES)
FIPS 198-1 8 P12 2 R B 45 (HMAC)
FIPS 202(Draft) SHA-3 Fnifk: T B #1025 AT 4 e 1 R £

K F A FIPS h 515 B 24 N R 140 brifE.

FIPS 140 52 NIST Jft & AT % 25 AR R 1) 22 4= 5K (Security requirements

for cryptographic modules), A4t 7B AGABIHRPEI .  Jo Uk Al e A E R LAl o

HETZbrtE—30H 3 AMAS, HASWIRA FIPS 140-1 F 1994 4F 1 H Afi, B
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W IR (1) 22 A2 4y IR IU 2%, [RIIN) NIST B A FIPS 140-1 [R s s e 5 56
iIF(Cryptographic Module Validation, CMV)it-%l|, 77 1994 4= 6 A 30 H1ENARL.
1997 4 1 H, REBUN T AAHIE i 5 28 I s bR A TE, B S X Zhx
AEBEAT 1 it FIPS 140-2 HIBORThicA & 3% T 2002 4 12 F] 3 H, BEJS/E 2007
7 H 13 H,NIST XA T FIPS 140 H&#t A FIPS 140-3(F%), FIPS 140-3
B ZHGHUR FIPS 140-2, (HHHFEENS, BHBIDEH A EXR M. AR T2}
WM N2 (1) FIPS 140-2 AR
2006 4 ISO/IEC #iifti 1 19790 #rifk, JL-F4#Bifias /° FIPS 140-2 K7 K.

2012 4, ISO/IEC 19790 A 7 2012 fluAs, GL% T FIPS 140-3 fr E K i) 4 f ks
£

4.2 BARER RARHEME

FIPS140-2 triEFE € T BB T8 EHL 0 2 I 2 475 ok, 12 AR Bl B AE %2

BERGZ P IRIBUREE, AR AR IR

b

S
PIAIC)

ol

4.2.1 FIPS140-2 | 4 A~ &4 2% 5]

N YRR B R RPN - FIFAEE, FIPS140-2 € LT DUANZB I I, €
YR 4 2900 Level 1. Level 2. Level 3. Level 4.

Level 1: BRAKAIZH]

AR 1 SRR ARG % 4, 2y — I E AT 3 A 22 4 R
(I Z /DR EMAERESR A M L 2T RE) . 2R 1 KNSR,
B TR ERR ™ T T A I A R 2 A 22 A R R 12400 N
BRI — M T2 AT EALPC) I ZE A

AN 1 FVF— AN I BB 0 AR E R 80y, (A ARG I EE R4
W — S R RS BIgT . IMIBITES T S22 g0 MR, s, —
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S Al Y P T BLAn i e A L S B R B RE 52 B BR i BAR A AN
FE . RN SR S 22 A ORAIE, FTRE HUAH B (0 DLBE A 454 D9 s T-BCE
2ot e, R SA R YO ER AU I B N R R T7 5 .

Level 2: BRI BEPsbT. R EBTHRBISERRBUE B RIER K
&
ZAR] 2 N5k T LAY 1IN ARG B 2 e Ve S R, DA L B

W

A

o R IE IR AR RS (1 SRR S o IX L8R R YN AR RS AL 47 -
PN PR R B B B rI A2 BN 7 5 0 a B 19 1] 2 B He ) 3
PO AR S P R B B 24 B T b, JF H G BOR 1 iR 2 o,
A RN EE B NSRRIV A AR (VWSO8 B 5 i 2 e S H(CSP). AT RBIAIR
UEYE B BB i OB, N2 BT P R B iR AN B AR N 82 7 5 1T b

LR 2 BDER—ANIET A ORI RAENLE], B ISR, IR Lo
BrIE — MR AT SRR IR E A OS5 PAT A RLAR 55 (3L

LA 2 SOV I A A e oy, #E BURGE B VT SERL AR 4t L
fEH—NRIE RS, ZRMERGI: FAEAERAE B A B IE A (CC) PRI

g =

BEE(PPs)HHILE I DI REZESR, LASCATH] CC PPl ORIIE S0 EAL2(EEE w2 01)
KA o

AU Tl AP TSR3 IE R S0, — Dl SRR R GTnT s it
—ANATEE RO, DA — B s T R B BT R g0,
R VLS & TR T BE A AR SR PAT B A EAR =

Level 3: BRTBABMIBIERERS, WRBEREVHERERIIBATIT, £
RRF R L ESH(CSP)HWHFF

TR 3 ERIET S HIAIIE » B BBV AEBR AT 53 ) B 4 A B0 IE
[RI38 AT D2 T BN BUE IR E f t, RTINS 2 5
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A 3 TR ANyt CSPs 1% v 11 -5 3 A ) A o 1 AE A B )

AR 3 FVELEZ H 7 3 I RGeS B %0, 8 pirfd 0 HRAE R G075
WL EK: W2 CAPP Hriiiid () Th REEE SR AT AT Z 18 % (FTP_TRP.1) DI BE K W
& CC F P RIEZ ] EAL3 ME A IEE LI TOE Ky 2 4= BUSR 15 A
(ADV_SPM.1)[FfRIEZ R .

Level 4: BREH I REM

VB 22 A AR B A B A AR At T DA 0 5% nis AT AT 7 1) 1K IR 92 02 1A R4
& R B OR 5 B 1R 2 = S HE %)

ARG 4 BRI EE DTN H T IAEE ) S5 A B B A0 R R A
P A

ARG 4 FRVFLEZ 70 I R Ge b Al B 250, 5 B4 Y )44 R G e
TR EK: WEE g 3 KThAEE R : il & EALA FJERALI) TOE %2 4x SN 54y
(ADV_SPM.3), R&ifif 21 (AVA_CCA.L)FIHEHL(ADV _INT.1){FIFE R .
4.2.2 FIPS140-2 [] 11 RLZAER

A BRI G [ AR R VT A SR A SRR, AN S AE R E 1) 2
0N EIF VL .

1K L A, 4«

® AR ER A

® ALy AR O

® Fth. RSAINIE

o RS

o Vrius
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® PR{EIER

o HEH

® TP/ LA 1t (EMIJEMC)

o MK

® itfifE

o e HidiRgz

R 10 AIX 11 KR EORME, MR EHESERMEEC.
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R

2 REER
JiIEY s SN
FIFRS

pIEY R
2 HpmOa
BN

A R
FAIE

ARRE
B

YR &
T

6 I

7 BHEH
8 EMI/EMC

9 B

10 B ARIE

1 HeXd

Yo

R 8FIPS IR EERFHE

Level 1 Level 2 Level 3 Level 4

IR . BT AT MBI, AT AR IR
BRI, LSRR . WS A N A
% K e B
SR UM, PO S L KRR SR
N R WD, MIEERE LS ER
PR O T

TRIZH AT T A ST SR
% /\‘HD / ;c'v% 'g'\’ﬂ\
e fa SR BIRIERIE R TGN R A

ARRRSHEARIRRE, ZOROME S SR RIIE, HUE K e 5 H0E Fe e i
1%

SHEE TN AR R
- KA
S e RIS RS B%. EFP ok EFT

£ EAL3 # \5]
EAL2 2, \
SRR B, T i%?ﬁi 2;@2 bS5 15 EALA S|
17 03 5 A AT () ;ﬁ?%%%%mg%AEﬂ%%ﬁﬁ SN2 B 5 T (S
SRR T T kA B

W
i W F

TYVEEMIE: MBS B4, BHNEL. 26, FYRMA ST,
Il 5 BB RR .

47 CFR FCC 15B 43/, A3 (FHD &EHm
i 47 CFR FCC 15B 73 ift, B 38 (ZAD
FCC Zak (e HLAD -

S, EEI, B SR AR, BT AR, RS

WEEHE(CM), {7 ERMT S, AN
BRREGWRE, B CM R4, MENRE, MEESNY  SMBCEERSE
PG E S DhAERK ) ), BALE 5 5 b
Pe, 3550k ]

B UE F AR T R SR (AL AT 15 0, T R BLHE (T SR DIAE 71T (SPA), 2543 ThAE 7 bt
(DPA). I} 3> B o Rl 22 404 R 43 W B

4.2.3 FIPS 140-2 I\ E B HRAL ) SCR4 i BH

AR A%
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AL BRATANE CELELE AR, X SRS 1 5 Rl SN

Y, DURRER A ) HE G B A 5
BB AT AT 55 b 2 A R SRAH AR R (AR | P B [ AR LA R VR4

VO, e EHE R A PR R
SR AR ) 3 s 1 (port)i& B84 1 (interface) AR KA 150 BH

ARG N 07 s R HI T UL, YO RS nas, B

LA DB L AR A5 T (1 e 1 5
BRI AT AR AT T 2 T REMBIR, IX L8 e 2 i A ] s
AENTT O AT ], R AT T 1R AR AT PR 4 1 B 5
A R AR e 2 BERE A LA AN AL A2 B 45 B (block diagram)fiiid, HLiEAE
AL B g8 . 2ot XAt . BISC/ SRR X IR X, R, T

VEfE i as . AR P A7 0t 2
AR A R A L A A A LA R B B B
P 2 AR S, BRI (W SCRmZe s s k), IR

i CEEan#%. PIND. HEZ2ZH(CSP). DAL HANZ R A HE (Ebansit

e SN AU AR L) 20 A

FE HU R, XAE SR ER BB T
AR 2 4 SR U B BRI B b BN R OR YR T I 5 3 e SR

R .

TR R DA D
B SRR B S LA By RIS R 1 A VR DL SCHA s N\ A A

P AR T S, SRR B AR SR (DTR)AH — Bl i al #3252 O feRe

B
At MRS AHAE
I AT SR AR LT SRS R 5 B E PR D B 5
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F AL A M 2N R BRI SRAF N A (AR 55 #RAERIDIREVEA UL - X
TGS s U U SO N A48 R 55 AN A S A R R 2 R 55 mR AT AT IR A A 5
BEREEE O S A B2 Ao, N S AR R SO RGIERL A, 52
BUAENL A AAE BRI, & IR Aa A IEA LA e AR U ] 2] 1 34

Jrids, VAL SR LR AR I 55 L o

BRRSHRE
RIS IEA FRRESAE Y (BFIZS) 13, %I IE TAF I8 I RSB 1 A

TBCIRZS B B A6 R AT (B AE ANAE RS IR 1] A b A LA LIRS b % 45 R
(o S F (R PR R A K dan AR S D, SRR S B i A 1

SEHLAR— 2
WHE e
KHIEH: DTR (8 —EPE AT ] 3232 i

o B RS J% 07 i YR T W B,

RV
L UE TS RS LT, SCEL B DA R ) B 22 ML R 22 4 o, DA

LG G P PR 22 s LA ) PR 4 3 B 5
U R AR R TP A A L5 A €0 R B PR R D TR AR B A A, B BT AR
P vr sy i), AR AR UG e B R VELR ], JRR At — B4R U a4 1

Weiie), BSORARE . FAPIRT CSP 2 Il == 19
FESR VU 222, 5 ZE R S AR B — A R ARV ], S AR B F 34

BRI RG], BB OR I R IO AT (0 I 58 P 5 ZE AT B8 IE
BRI

FERT S AP 3R A ARG Yl AT 5 i o A58 — R g0 el b, N

T ARG P8 ] (B R GE LA TR S0 S8R PR FH A DR L 5 (PP ) Mt F v

T (CC) b -
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EHEH

P A s AR R BT A P B B A DL E B2 4 A (CSP) A% 1
A

R R T AR AME R A R RNG (A ATRERZA AT R
A

AR T AR B A ROV (AT RIERZ AT (RS I 5

T PR ) 25 B L VR R B

A BT A FH ) BH HE NN TV TSR B

FEH =22 o s A b, an B P B R AR A, 7R B IR a0 SR A )
HIE B R 2 n AN E AR, B 2T n-1 AN E AL A RESR B ) 2 P10 2%
TORFE LAAMIATATAE S, TR SR PRI A {8 FH (b S AT R 1 T A 5 A

R FH B0 B8 DA T3 12 B

B ST FH 1 2 s 2 U7 U

F TP B R SR A M

EXERTELR G EMIEMC BiE, 3HE47 — B 58I

S A2 AL B EMIJEMC VIl 8256 % TF R 36 10F T4 .

SEIEEY

DR HRPAT ) B IR B, AR E A A 2%

BT ] FRIINR N PR DOIRAS 10 B, DA IR HY R SRS IR —
BRAERE I 0 B S RAT A K U0

FITH 5 B 22 A R E B AR O (R 22 A Th R U B, DL R 2 T B R BT 4R AT 1Y)
TP AL P IR 2% A D P A 06 5 58 T e

AR R AR R SIS B K B 0, SRALHL] 5 B B 4 AR 8 AR R

Bt IR
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FROOC T 22 e . A ORI R B AR 1 I «
BB L A AN LA, 5 R A AR R 22 4 SR 22 1] o 2 A 15 B
CEEAnERAE RN ;

I R AP T A A E AL, SRR AN LA RURAAS, JFECA
T MR R R 2 LA 5 R BT B0 A

9 O B EL L, NI 7 R BRAS AT A AR A (R 3R G AT
2P IR .

FHEBEME

B6AIF HoAth 5 93 22 (mitigation of other attacks) 4T fa] 15 it ;

FoAt B gz St (1 BEti mT RE AL 3 Tl S ZhAE 70 BT (SPA) » 2270 DA€ 73T (DPA).
I Py Xidi (Time attack) 122 734 1% 70 it B idi (Differential Fault analysis) .

RN

% I, FIPS 140-2 i 5% C.
4.3 NIER I FONERFE
4.3.1 CAVP #1 CMVP

FIPS140-2 iAEfHE CAVP (Cryptographic Algorithm Validation Program,
BN e BEEGUEFE ) A CMVP (Cryptographic Module Validation Program, BfI
IR IGIERE ) PiE%r. CAVP Al CMVP AIIEE 52 200 7 i 7E ] [E PR i
HEATIE, XA E T IR E PR (e B2 2 Wit iRy, FIPS140-2 WiE2
WAL ) —TE [ T -

I LI UE R Y (CAVP) B NIST T 1995 4F 7 H s, B 7EMRHE
FIPS/NIST/CSE 4 I 0% 53k Je S A A FE T BRI, 36 UMK 3 73 2H 4%
i AR, T4, FHEHE., B ERIE. IS ER. <485
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At TN LRI IE N S I IE AL 5 (CMVP) T 1 FIPS140-2 56IF 1) 45 e 4644

AT FENIS THRA A0 AT Er NIST

FRESENEINENE (RENIEESELNIET

S =R SEICVA PRI EE IR

AT
MO
]

B 46 FIPS 140-2 in% EVAI0 E AR
CMVP H3E[E NIST AN KEUR F iR %2 4 2H 2 (Communications  security
establishment, CSE) T~ 1995 3L [FE ., H HAR SR ME— Ml RGP T
AP AR, FIZR BRI E IR FIPS 140-2 dR#ERRIE. BT FE T CMVP
(R VFIN Eh 2 =7 IR A S0 =5 J O, 3K 8 sIe T = 43 5 1] [ 5 S = RO P A &%
(National Voluntary Laboratory Accreditation Program, NVLAP)#ZAL K25 %

4= (Cryptographic and Security Testing, CST)SZ5 =,
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@ EHEEREE | IR EREELH AN U T HE—

PR
&

i Ml @ =R BT
O s U NIST/CSECE TSIl ©a INFASTHER s
= =36 sy RS S8

TSR

FHR

@MFHESIRIENIST/CSEC
T

OEEARIES
TR ERELR

EINETEAE
FIPS 140-2%#3 NIS T45 SRataH R El
HEHhISTEE AEEHERFIZE S
( NIS TRt 75 )

B 47 FIPS 140-2 B0 IF R A B

4.3.2 BRESHLAF] W FIPS140-2 WP

CMVP 52 3¢ [H [H 5 s 56 == H FE AT 44 22 (NVLAP) S 2 A A He il s

o= VRN 45 RANGRAE . A RE i x5 i = QMS i

FFE T E ARG IR . NIST A4 NVLAP AL =4 -

ADVANCED DATA SECURITY (USA - CA)
AGISOLVE, INC. (USA - CA)

Atsec Information Security Corporation (USA - TX)

S =g

1778

BB HZ,

Booz Allen Hamilton (BAH) Commercial Solutions Testing Laboratory

(CSTL) (USA - MD)

CEAL: a CygnaCom Solutions Laboratory (USA - AV
CGI IT Security Evaluation & Test Facility (Canada)
COACT Inc. CAFE Laboratory (USA - MD)
Computer Sciences Corporation (USA - MD)

Detica Lab (Australia)
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® ECSEC Laboratory Inc. (Japan)

® Epoche&Espri  (Spain)

® EWA - Canada IT Security Evaluation & Test Facility (Canada)

® |ICSALabs, An Independent Division of Verizon Business (USA - PA)

® InfoGard Laboratories, Inc. (USA - CA)

® Information Technology Security Center (Japan)

® Penumbra Security (USA - CA)

® SAIC Accredited Testing & Evaluation (AT&E) Labs (USA - MD)

® TTC IT Security Evaluation Laboratory (Taiwan, R.0.C)

® TUV Informationstechnik GmbH (Germany)

® UL Transaction Security (Australia)

® Underwriters Laboratories, Inc. (USA - IL)

H i B pyiid FIPS 140-2 PAGIE R oM R 42 73 20908 S5 108 35 i SR S i = 2
Atsec ~H], Atsec & — K EMMHE R Z2E RN EEML A7, T 2000 FEEE
e RRROL, JF Hosd 56 [ AR | Hw A B p A =0T R 1) B E Bk g%
Atsec TRk 55 L4 1R 2N S s M PEANTEAS o S AR iR Al DL S S B2
=M.

4.4 /NG

4.4.1 FIPS TAE F 05 B

2 B BURF 42 B Hon & KR EBUF 0, T BT BURE AE %8 2% 1) B0 18
FIPS140-2 B6iE A, Wik & v, A1 fn] A8 21w 36 [E B AR BUM H & 1) b 2R E s
s r= 5y, #o gt FIPS140-2 Hnas # el iz fr 56 1iE .

FIPS 140-2 &5 kb 22 4> T SR Fe N B bR —, b ALy s i s

7



ICT /™ {5 B 2 bR i AR R

WLHEN] . 2234 FIPS FRt 5 A VIR R 7= S ASEHRCRE A FL SR D BURT LA AR 56
HURIR G T 2508 RB AR EL R A A2 B oA 2 MR R 2 Al ik &
H ittt AR 22 [ SONUR SR G AR AR R bt B A 4 B B A R e
i FIPS140 ()& 2K

AL A5 B i 7 B 25 G 1 05 s AT AR, B4 FIPS 140-2
JUIREE FH o FIPS 140-2 4 7R RS 5 G0 v A P Uk sl B0 (M 2 i TRy R 2
BIE ) R G

4.4.2 FIPS 140-2 5 CC IR &

CC sV 2 e Dy Re Al 22 A PRBsE vPAl 38 A AE ), JF 23l 1 EPR BN . T
FE[E NIAP /KR T CC 7 vEAl, W™ i A6 2 A e sl B 0 5%, 1%
¥ CC ANIEUE S EA bR B 1™ 2 il ad FIPS 140 tAiE. sk b, CC Al FIPS
140 bRAEARGHAR S, A7AESRELMIAE G, (A OGS M=,

E FIPS 140 Bk, a0 SRR EIA L2 AT DL e, 84 CC MIERE RS R K
W T2 R 2 B .

CC H1 FIPS 140-2 #7373 SvE P s PRI AN A 2T - FIPS 140-2 JUTEE XS
E SRR RS, JE5EE 4 DIUNH — RAFFEENVEE .. FIPS 140-2 ik 1%
ORI R K, BEYE LS. FHEE., BRI, AORRS S, ZirfERY)
TF&T 1994 4, BT CC #nifE. 1M CC 2ft T BARKI TR 2 B8 (PP) Bl 4 H A%
(STYIIVTAY,  SLAL R IEAS PP AT REMS o) 32 1007 Fh i il

S, CC Vi ARE AR FIPS 140 (358 1E, FIPS 140-2 H5E X 4 4~%

YA Bi% S CC HUE AT EAL 8% CC ThRE T KA M o
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5 dt3& UL CAPANIFH R
5.1 MR
5.1.1 UL CAP

UL CAP [JNEIR I, 2.2 275,

UL CAP Z4aERE A~ W2 HurE—— TR (B UL 2900 R 5FR1ED
X B PO 2 86 RN 2R G it AT 22 A V4G I T H &)

FEVER IR B BRI LK 54
SRS 6755 9

UL CAP RIS AL b e R 77 i 5 R g P I e e X, IR kR
R, B TERG. BT

73 >~ b
HERH = 0. A

m

«IRE. BRIEIASA 1 (HVAC),
VK, BIRARG. KERG. @AM FHREHEER. M
A S T AR

v M

BERERES &%
6 5 a o B ) @ T & =
HE i T e EHRE %%gﬂ 2HE=t EERS EHAF ETRE s %

_—

Tl

4

M

SRR, UL CAP S2AERTEE 155 =75 It 5 A UEAR 55
ARGzttt

AR ST s i RE,
5&%.

, SPAEIBER P
BELAZ2 A AL, FERIESE 7 i
XISl T L AR R 2 X R SR8 ), B TR R TS I R £
PRI . EERT LB 28 ER IR, UL CAP BRZ5 5B ) 7 1 4 i 28
K.

5.1.2 UL 2900 RFFRE

UL 2900 M%% 2 4 RGBSR ™ i 5 R Ge PRt 1 48 22 2 Ik vE
HEEPHE AR 553 5 PR R IS AL O E RR A R R4
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7, IRt RN,

0

}

HHEI UL2900 C.43x15 T R [E E A uEr2 (ANSI). 38 [FE 4 5 A2 5 & F

& (FDA) AN At & HLAA AN Al

UL 2900 ZAIARAEBEST XS AN BUEK, S A S I 5 VA4 IR 55 -

F= ah B MK (Fuzz Testing) rT R B BT A # 1 b “ R i 2§ (Zero Day
Vuninerabilities)” B XU ;

K — Mtk 22 455 s Carg Mo A2 7R %% 5 (Common Vulnerability
Enumerations , CVE) V¥ fli /= & # i K & & 1 2 % ¥ # (Known
Vulnerabilities);

WU b P K ERDE R EKAF (Known Malware);

i M 224295 55 (Common Vulnerability Enumerations , CVE)FTR 7K
B 55 AT ER S YRARAD 41T (Static Source Code Analysis);

WL CWE. JF AR B 5 5 =T R 22 i VU i R4 95 i AT B
#E#4-#r (Static binary analysis);

R FAE = 5 4% 8 22984 (Specific Security Controls), PABEAR 22 45 XU,
BLHE

77 i RV ] 2] S AR

77 i R B DR AL

57 A A

77 i (R A B

77 i A5

AR JHC A 0 K e B 1) SR B 32 AT 45 M9 4K 98 7 W 3K (Structured  Penetration
Testing);

0 7 i L LA 947 UK S0 (Risk Assessment).
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UL 2900 kR T & i 20 24170 (Organizational Assessment) g s B A5 fit 5%
B ROEGR . BT NLEEHIET 2 S Ra it R R ded
SRV . UL 2900 1 BERL 4 T 370 W 0 22 4 5 SR G RE , i) o7 15 0 5 Al 14
ARHEN]

5.2 TIARZER KARHEME
5.2.1 MR

H AT UL 2900 RAIFLH 4 AFRitE, UL 2900-1 A& & B 77 f 14 o9 2%
ZAMEHER, ZbET 2017 £ 7 H 5 H#kdE e N3 E E K ARME(ANSI/UL
2900-1), FifiJ& B INEE KR 22 2 RN NN 5= K ZX A5 #E(SCC).

UL 2900-2 &3 T AT ML B AR5 PR AN T P 0 S B 2 4 75 B2 AT RIS AR
W R B AT W53 A T I [ 7 45 A AR 48 Tk %) 2 455 LA R 229y Je A 2 4
Wit o T 325 T T g ) 2R RN S o I FH 3 B DA K N P DO % 22 A B R 2 4
S

tmife SRV

. - -
UL 2900-1 nelELE Eggfmg% = B ITA S,

UL 2900-2-1 HEE SUD o B s et s g s e i BEMETaENES
UL 2900-2-2 iR RaE =R o Tl =an

=k A S TSR ENNE T o =
UL 2500-2-3 = (ERTEES b, ) Rt Af

48 UL 2900 M4 224 R 3 rEfifr
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Teem ) UL 2900 R 547k

EFigE
mE
WATHEE
WERiR &
ERRE

R

ERAG
RERG
BREi
T

e ;

= Ak 2 5l

B S
UL 2900-2X

SMITBnHEH

UL 2900 # 51l bxEid H T 75 ZEPPAG AN GIR TR - BT i o A R R A £ K A
PR IR
® SOF I A BRAF IR e N B (R i s E Al 3t I o 1 ) XU B BE A R 1) 22
K
®  PEANFIIIA " R R AFAEIRI . BT SR P AR S AR T, A
® SR NI R S R AR T A A7 A 2 e XA A ) ) 75 5K

5.2.2 UL 2900-1 FRuiEfis

UL 2900-1 FrifE—JEA 7N REFTLAS =AM, Horh 8 — 51 £ 2 GAbrife
& BVE L S SO A RRE K58 S, B8 A BN T PR IR T 0 I
] RGAE S AT EOR, AP OCEEMAAAR . P EORE  KURE RU
L RIRAGREE . AT S R

(1) 7=k

77 A L R SR AR DA U0 B SO, DA TR T 22 4 AR VAl -

1) FEm AR BrA ThRe A, OFEE HIIREA % 2 ThRE

2) 7 EhTUIEC B AT AN 1L W ER R N S O T ROBIR
CREEE T, ARHLEE T ok O DR IR BB 1 E SRR E A M. SIS

3) A FIPAT XA EE R, AR SR =7 TR A A
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4) 7R A IR, BRI A, E, AR, WERECES
s

5) i AFREAR RE REHE B, P B AR B AR AN B,
B | S VA= RS & & R LB = dbci N S FEETI Y 4 8

6) 2% i T it BIPA BT DA SR 22 4 i Y RO 280) (o R 9 3 SN BE 8 ) o

BE! AL
$AHI D =4

(2) Wzl
PRSP PR S AE T RRTEIERE T, BEX I 2% 22 4 KBS, WEIRE ST I

IEHRIPIE R . B RIS ] P S EAN/ O P IR B0 . IR I
AL P E EY ANy, KDY A ELORH, S AT, I pR . A
LR — R BN ST AN ERE AR e KGR, IR AR XS AT (L 3
JUSHE LD AR AHC SR AR, I ORI TCTRNS 7 i AT By

4% 3 WM

&

® i %
Yy ], AR O S/ EH  IR AL BARESR U
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1) AT BERZMR B DA 7 i 2 A ) BRI ST, AE VT 1) 2 B 7 ZEREAT F P SRR

2) 77 P IS EAR DS, St I B BIE 2 BT L K AR AL I AL

3) Al I AR B 2% 17 ) R 5% AE D 18] 22 B /e EEHEAT Y SRIE s

4) R A P A A R HLE R

7= i NLf#E F 755 1ISO/IEC 11889 23K ) 22 A ML K A7 ik 50 5

@7 iR A IR RS BAS TR VFR2E A R 7 4

7 i N SCHFR BRI . BRI . S 2R M v BRI AT e

@7 i N L B A Moy CH B2 7 1R 8 s 22150

@7 i ANFAT TCIZ M o 2 5 e 58 4 0 5 1

5) S0 A AR A s I AL 7= i, R I NI D s B A A AR £
FHARRBR, RN R —A B 80 “RE” Ath, BA5ZHRIR
SRAEF P, HIX ARSI T Hodth A €

6) 7t N SIS N R R A BEAT RO ik B R A B A5 F P K P
AT e

7) XS AT AR BRI 7 PRAT B AIRA B A S

8) W RiERL AR FE  HEAS i B R B AR, P N S AR SVl T iR
FE V7 0] Z BT IR, Ak AT BE 208 A T B a5 2 i

9) Aeftan s EHIDIR A EmMBEUREEE . DA S HhEdE, I H R
RSB LA HAEERS, AT LR MR B A SR V7 1] o
o LIEEN

HAGFIEIRIEE (0w A LLAEBOEFEE D /=5, BRI

1) 7 it L DR AT AT DI 42 R/ Bz R 2 1 A% 32 1 i AT 250t 1) o 1 R
k. ABt, P DR AT A A AR R R, BRI R R
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1 MBI EbRE

brtEr51) bR 4R
ISO/IEC 9796 A5 AR R 4 T
ISO/IEC 9797 {5 EAAIFRS (MACs)
ISO/IEC 9798 SR SR
ISO/IEC 10118 1808 PR
ISO/TEC 11770 e
ISO/IEC 15946 BT 6 o 28 8 I
ISO/IEC 18033 IIERTSPR
ISO/IEC 19772 G I

PEf22 I UL 2900-1:2016 APPENDIX c'™

2) WA P SRS A TE LA B R 1, HA Rt a2 A I DI E
AR BUREHE RS, A AN ORAE B 1 58 BE PR LS
o L

77 i L ORI E = A 8 A S P A A A SRR Bt A N B Bt
FIBLEYE, 7SR B 22 ML N & ISO/IEC 11889 25K . HARZIRANT

1) PENRE AR A IR L PO N R UK s, 2B A AT
(5 A TP s ol T BE S R i 22 SR A O B3cdls ,  dnon s s B AT

2) 77 b N S B ER A ) A SR D g e R B G

3) PR N ARSS « RAE BT RE AL B P, Bl AL
JEINE L IEE R A EINE TR T S B IASE, N RIS R 2 1T
S A P RS S I T T a2
o HEH

7 e BRI DR SR AT S, AT B TR (e SR
A= A3 5 ~10 48D, RGN W48 o g B XU, BARZESR AT -

1) 77 b B RS AT AR N BE S HEAT ST, AR S i A b 2Rt 3
RIG, feTE IR B B/ ARA

2) (ERBHUF AT, 7 b SIS Y S B0 A SR ST R S S A e B A

Bt
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A

DATE B LR PR 8 EAT 7 e A FSOAS SE T, 2% S 4 S ST 5 2 AR 6 5
3) 7N BEWSLEY I ORFFITAT L AR B I —A e A H A&, Bl pk

THAIAS BT 22 SO 7 S Bl e gl . S e R P ik o AR R
THRIAS SE T PR R A B 55

4) BrARR ARG RSN A B, 75 i DA 22 A 5 1 H S A B A

FEAR G RAEAFE S T, HAS SSVFIRRE U P I B B AT T

5) EHIURIBAT AT, 77 i 7 2 B SR AR 7 i 24 4 5 T R PR T B 2R G R

WAE, WA, 77 i BT SO BOE SR GBS

Xk

6) AR HVAE A, B RE SE AV R IC B B . BUREEE AT N B s
HHa A Z R v LRSI, I Hoay AR 80 B e e R AT

7) AR ST 0 S B ) A Y DA AL Rt (58 RO WLERI 2 A5 53R 1 283K
OFEBRAF A AT A BT B AAERS;

QFEFRAF AN A A R 7 2544
FERRAFANE AT A RS o8 M

(3) MR EH

FEVCTEP R, GERIR RN S IR IS 2 e MR A OB, SO LA

1) SR M TAT B THRE, A7fl . AL HE 0 A Hodhe s

2) JITA AT RE UM i D RE AN EE B F1 2 (24022 I common attack pattern

enumeration and classification(CAPEC));

)

3) VPR E BB RIS, Bl BUBUR (S SRR B R O

4) DAL R E B BB AT REVE 5

5) MRIEFFOM, B E BEAS BUMME RS 55 4

6) JURSHE S AObRIE CRIVA E B — XU 7K 1 75 B B 9 W] 2 32 1) B 7T 252
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7) B S H RS AR R T (S, 3 R 7D, DL AN AT #5232 1 XU

B 7K
8) AE XA L JXURS: SR HO A% i 1 Mt i X A B PR R S XU 7K T 2B 4T DA

T3Ah, AR RN SO VAR AT ORI R TIPS R OR 7t ) 22 2 X
B8 53 AT LB B R AN S 1) CARITR 22 AR R U B o [RIRE, A SRR 1 IRz
AT AFGREAFAE AL by (RN 7™ il 1) 22 e XIS 73 I A 35 A2 52 (1 ik
@I “4 JRiFAIEREE " EATIUEPET .

AN ")

RV . R r A2, W40
(4) JRIRAGRFE

® RN KR TT %
I ot B B ARG AT = i CRLHE 28 =7 R BEHD) ARE S SR

TR B TE R IR AT 4 R A (22491 T 2 W Common vulnerabilities and exposures(CVE))

OSBRI (EHIAT3 0 CWE/SANS Top 25 Most Dangerous Software

Errors). KIS AR B m AN, g zE .

® RFEREE R MR
AT i AR AT YA BT AR AR N AN AF A PR BRE , PTHZ AN &

BRATURE) ST AT B BT SR A SR P AT PR (BB T2 L Commonweakness
enumeration(CWE)#! Common Weakness Risk Analysis Framework (CWRAF)).
BEIRBAF R IETT IR SRS M B bR A T A A

%o

Bl UL 2900-1 i & RANIE A T 550wl BRI 72 el B o R BE A 10 Je VR AN

B3, BEAT PPAL AT, 12 K40 32 ZEHA 1 (k7 7 e HL 7 s P XS 7 PR P 25K

77 It SRRV T A7 A 22 e XS 422 1) P B2 5R OXF 7 s 18 s T AT R g 2 A T IR 2
BTt Jiik. EAEE X RN ZR (S 0L IEC 61508 R FIbRi#E). A
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SRR ER (3 RO AT ¢

5.3 \IFHER

UL BFXS BRI it 5 R G BT e BE0 15 B 22 2 55 B4

® Ll UL 2900 [958 2 A bk Rl 2 T2 SR S BEAM A 22 A e 00k U

® ¥ UL 2900 I 4% 22 4 vk I 18 55 AIE 5

o RMLALIE R I VAL S RS PRI, PAE Bl 4 i S RGO R S 4

s

® EISEEEBTE S R =0 RIS TR e AR HE .

HERFE UL 2900 RAUBRHEFTE LA, Zr= el R REIR UL A E N
“PFE UL 29007 T HUASHIE S 5 PRItk it o BRikZ Ah, #R¥E UL 2900-1 #7)

BOREE 16 € ZORPTIAT II,  t RE S IR 7

& FMIhEERY 1 UL CAP [R5 T H ELSERY
Fembk ARG &R @mR: wRER / FINUE

AR TFNTE
=& E 3 B9 (Fuzz) A i S ERE
EimA ERRP RIS AiE
BEME EEEN
REmE=Rls  SEEs

v FEERE v RO v RehHAES

5.4 IANIERFE

W&y UL CAP I HIFEATRAR . IEIH Kie)5, | A UL 3238 %
Bl BERlEAZIEN S AT, ARNAIR S, BTN RS TR VEE, JF
A A OC R, INRAFFEER, | R T B, JHR MBS A R,

N AR E AT S0 B U PR K B AR UL 2900-1 T BRI 7 il A I I 4 2 4 1

BRI H A H.4%,2017,(35 10 41).
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BB G AL, AT R IR S AR IE .
L
A eion

L T

Report Evaluation — Deliver Final
|

Issue CAP

Certificate

&l 49 UL CAP AEHIFEA TR

Fix defects, provide evidences of fixes

B OEAASKE, UL CAP YIF3E 4 N B .

RrER1: Mikz2: FirEz3: FiER4:
CAP #2 il B (EIAE

i E S FAE

AL
A

MrE 1: P8
Hbr: "4 ULCAP, F=ih2E>], PPN SO W) &

SESE

® /41 CAP

o rihi]

® URYER

® ZATIRPIE

® ERIMHT

® URYHR

® il PP T M A%
® ST
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EOC AT B = RIS A, &P E S iSO (UL AT BLTE
FUAAIIR A A SCRE SR ML) DUMEBEAT PR BT ™ . BRI BN

F1R - WS 23R
¢ N4 ULCAP o fAEE CAP 4RGN | VAL W] E
o RS (55 2 #B4%) s HAAFIREAT RIR

o HEBEP K, BER| e R
B 53 BT PP AR 5 s ERSH

* R CAP 224 ER 40
(5 1 #853)

Fik:

BRI 5

A L 58 R SRS AT L S ) 22 A P LR 2E AT R0 20w A% AN
PP SR AU 9 5

BB 1 B0 Bl Y 5 A IE PP BT SAT

*

*

*

*

BB L RIS AT VP SO S, RO RS, A AT, ENR BB
50 75 EE R S SO BURL, ERONRER HEAT T — BT B

BER 1
xﬁgggggeﬁ &I

BrEt 2: IERE

TEIXANM B, UL x5 45 % 7 e AU 20 A b Ry i RME S 1 i),
TMB 2.2 BT B I B2 P LE KU 23 BT v A 1) R T S5 M A2 B R

BB 2.1: SCRY B

HR: WAESCRR A4, ™ il 22 4 B RSO Il Mk TR

RECE

® B ERSE

® HifLT A ER
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® il MR

BB 2.2: FEERTRAE

Hbr: BRAUES 52 347 & UL 2900 bRk 2K
P25

® PATIHATTRI

® iS5k

® RN
® it/
® L XEMN=

® Rk ULIE (@it

PSR 2 M BOBE Y T, UL BEEZSRIET, ENFHETEN, &Y

BENGE 3 BB

FiEz 2.1 FiEz 2.2

R BB 2.1 OSSR S SO HZ BH, BrB 2.2 77 EAl e R
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BIRMSC, HRTadbysim, a2 2 2R KN s sk, PAK
OHE N E SOCOM By TAE N G LothrtE . (AT,
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AR B AU & 0 50 TE . MR K50 (45 107 GB MBAHE(E A ZE. L
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fiHfF 2——2018 SEREH {5 B RERFIEMBE

1. REWRMIREAT RRA (BTFREDREERS)

1 A5 H, EEBEXMASEAYRCBP)EAFBITH (BT &ihbiE s
54 ) (Border Search of Electronic Device Directive), PL{E i85 B 5 IR HE o

HOHUREHUR 2009 4R KA R SR, BRI L SHGE N B7EAE A B I A B
FIRL ST WRHEGET AL, EPTAREE EE RIS, kN AR PO AR,
S MR A TR A, EORRFILALEND, B, AT DAHIEE A R L P RIAE e
58 UBEE R A IrA BEH BER 00 i B i, OIS R AN wTaE
LI B, MR AREE, EARMNZE TRES, BISMHEE
B LUANRME R AT SRR i 7 e & B T B Ui gt b g i 4, JFH.
B ORAAT TR R B T I A

5 [H g 5 A4 55 447 (U.S. Customs and Border Protection, CBP)EIH AT Bl
B EAELE AU RIR, “CBP BUI T4 A RBFIM AR B i, KHrekigia
HATHEAEL FAT R 2 TS IR, ISRAF A AR E 6. 7

RFET 2018 4E 1 H 8 H, #i::

http://www.sohu.com/a/215334567 99932916

182 IR SRR

https://www.cbp.gov/sites/default/files/assets/documents/2018-Jan/CBP-Directiv

e-3340-049A-Border-Search-of-Electronic-Media-Compliant.pdf

2. RAWPEEE (M IRFABEREER)

1 H9H, EEARWPLED (NI EREEZ) (Cyber Vulnerability
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Disclosure Reporting Act) .

AR R BRI ZIE R AR H AL 240 R, [ 422 4 3 B [m] A B £
LR NS E 2 e MBUFHE SR RS R ik, NWEEE#RN
8 DX 2% el 5 2 110 i O R BURFIRE e o AE AT REIRVE TR, i i ik N L35 P A
A B AE SR AT i T /T — 5 2 B3 P X LS BOR AR Fr 4 5 0 2% v B0 1R 00, JF 3R A3
XA LT BAT ML AT AR A 2 A0 O R BT SIS S . I e vl Re & ok
AR AN AR 55 A B S Ak A K% S B R Al et i A 8 A3 8 R A BABI L L AR
0 el I 2% 22 I B IR 2 o AN, 1R SRR A A i I AR DR TR 23R

A8, AENAL S — I ORI B A o 45 F R, IR SRR A 3G B 2 Be it AT

C 22T 5 = FUPIT X 2% 22 AR 7 oo i 16D

RS R SRR

https://www.congress.gov/bill/115th-congress/house-bill/32027r=57

3. RERMIVER, FIEBUFHUASEEEH & E# ™ &

1 H9H, EEH#EE (RIEEBUFEGFESE) (Defending U.S. Government
Communications Act), Z& IEBURFHLIE B H AR O B A8 Y A [ 22 = A R it o 2%
SR 500 o E 2 GRS LA, R A S [ BURL R T TS K F)
(& A B RGUIER S N2 . TR S 28 AP A FAE IR 55 B 4% L9 -

D HAHARFR AT SN A T (BILHEAFD AL/ 1 AR R

2) H bR SR B AR H I AL B TR AL FLAS IR ST

3) AHRHUAL B 57 NAT R B AEAE e Sk el AEBURT - (VL5 W H i 1) 41
BURN Sy N RIERIED 1 f ) A R I, 25 1A 2 SR 2R 7 Bl R At
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A e SR 55

X, TS5 AR I R E N, ARSI EX I A T AR ST
AR A5 BB G, S8 1 B A SEEE A SRS
Folro A BSETT L NBEWE FOIE MTH 28 H A L U, 20y 2 IR R A o ]
NI E R g, B OTEE NI, AL EW L RIS, Wik E
JTRIE R E HIE P28t . (2 L E0ER = AT TURT I 2% 22 S Emit 78 Do 2 3D

RS R SRR

https://www.congress.gov/bill/115th-congress/house-bill/4747 [text?0=%7B%22s

earch%22%3A%5B%22H.R.4747%22%5D%7D&r=1

KFT 2018 4F 1 H 18 H, 4if::

http://www.chinanews.com/cj/2018/01-18/8427235.shtml

4. REZWBTR (Lt R A 4L 5 2018)

1710 H, EZWFsE it ool ik g% 7P A1 £49% % 2018) (Data Breach
Prevention and Compensation Act of 2018). 1ZJAR BEEEBIHA R S WL —
ANWLE T, TV B R MU RO 2 b AT B, DA SCESR A A
SEATIAET ot VY B 4 A WURA FEE ST A 205 X 8% 22 A o, o175 PR 75 LR K5 314 28 25 A
EHHE E T a2 P R 28 22 e AT T AR T . IR R E A E A

D MNiRGME S (personally identifying information) %5 . %R
NRBIE R e o, BIRSi, IS, SMEAGIL SR
M BURF AU FIME— R 5, ME— BB YRR s e s, 40, AR a0, LR R
B A — I BERAE, ARAMEML, S5 HMERSE AU ZARAR
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B A (T S RS MU SRS RS R A

4) Wt MRYEERIGPE, VERE A BCE R B0 1V 9 4R HU AT
R LIPS AE Y. ¥ St R AN N5 B I SR £ 100 3670, M2 tER —
WA NAZ S, NISE N 50 £, e AN B Z LR b — B BN
50%. fHIH 3% i i WU RAE R E B FAF ) FTC i iy B 38 e FTC AT i £t
AR, VERE AT BRI UAG BEAT XURE I, T8 25000 AL b — 4 P il
NI 75% MR .

5) RFMAET IS, 2k E I LE 9 I 50%6 K FH T M4 22 A
EMNFML Z A . 55N 50% B FTC 4 ELss 2o miffiE 3% . (A%

PSR =T FU T I 2% 22 S0 7 Lo 2 36D

IR F O

https://www.congress.qov/bill/115th-congress/senate-bill/2289/text
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5. REZWRIRMIER, BHREINETIEEKTHN

1 H 16 H, REZSWH S5 o7 AT R AT 6 =038 (2018 4 i
ST LR AR % %492 ) (Defending Elections from Threats by Establishing Redlines Act
of 2018, BHLIEAME XSS k2 sl T H e HEH, md BT E ik
HMEI T I BRAEAE T Tk 26 [ ORI RGN« 581267 5 R SR L B U s T I
7 e R

RAEERER, EEERERAE (DND SUERFRBTEAS 2 51—
AW, FSEE E RS2 S H SN EBUT T IRk 24553 . S 0 € AT EZ )
W2 AT SN B

D AMEBUF AR ARG L& (BRRFEL) &) sk E ke,

2) AMEBUR BCHACEE AL FH LSS S AR e ik 1 52 1 2 R AL 3% KR R

(EISE

3) HMEBUFBHAREAANGANR . AT BB S FE e 28 e e At Vit »
LA I8 RSO B A Sk T R A

4) HMEBUR B AN AT B L B 0500 28 SRR R U IR 9 an 43t
e VA N PSSl b

PRI, ZERE N, WORSEE E S RE L (DND E e E
BRI R EBIR LS, P Wrkmis— 250" rH#E, HAE DNIHAE G 10
RAPAT, IHERE s T 2Tl #e, e, s, Epj. &K
Bk HRAESSE 2017t il #ed T oy 3¢ B0 E S € AR W 2 BUE AW
WK BUAH R IINRA R, ZEHNSSEH, FHRL 57

T SBR[ BUR 5 R A AR S [R] B A 2 7 0k 28 1) W 2% Tk v 31
PR E AU R S AL, 3R AT
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BB W2 A, EEEREREL (DND DK, FRREEEs .y
S 24 SR, A3 2 ] 5 T 72 ) — /8 SR B 5 4
KTt . HARERER, % EBURRA S E s, SR TR ki e
PRI 5 B B S T 0 2 .

IR F O

https://www.congress.gov/bill/115th-congress/senate-bill/2313/text?r=16

6. REAWPEET (2017 FEMBEIZER)

1 H 17 H, EEESA R (2017 M 284035152 ) (Cyber Diplomacy
Act of 2017) (LU RTRIFRIZIEZ) o IR RN A BE A 20 45 2 1 4= 1 2 7
#r (Ed Royce) 12017 4£ 9 H 14 HIEH, 2018 4F 1 H 17 HAEAR WM B AT# 52
B, BT RIZE IR S W

FEAZIEZEY, SEE E S TVEAHNLE | mAmE R B b H . £EEZN,
£ 2011 4F 5 H 16 H & A W 4 23 1] B B o, 21819 ) 5% 5 bR AE Tl |
B VRS T S 4% 9 ] 8 o i SR G B A SR A5 SR B0 (0 TP e S8 b 22
PERIAEENE, sRALE PR 4, fEHEF W0 E BAaE.

LR E T 2 [ 0 248 2 (] 1) — et BB o, oK 56 [ 5 L A oA 5 4
IRPEEAT E bR aAE, KRB M R3O 7 R 2T e TR VG BE, g 1E I/ 2% 3 [H)
W S EAE . FTEEMEAI 4t RIEARNIRG E, EffRH#ESIRE b, 4
WG EoR, RN BEERA, Biyaiidh. HIERNE .

GIERIR W SLEE F 5T A %, H 5T NS KAE B AR B, H
BYTAr, EEATIF RS A AL TAE; 78 Rk{E G SRR S BRI %
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T A2 E A AT SRR et AQSRE 55 M2 S LR [A) e A it 52 (6
] o o] 2% 22 [ SR ) A 5 AR

I SEEOROAT AT NS B AR P R SR AR A 32 XA 2 b i 75 B
B A KPS, SR E S EERRE, PSS B RERIEH R A TR ;
PHEBUR AN NS A SR RIREEE ;. PRS2 MRS AR . (A R EEEE =T 5T
JIT IR 2% 22 4 PSR 7 T Lo 2 36D

RS R SRR

https://www.congress.gov/bill/115th-congress/house-bill/3776/actions?q=%7B%

22search%22%3A%5B%22Cyber+Diplomacy+Act%22%5D%7D &r=1

7. B ZE (FISA BIERBRAGE 2017)

1 H 19 H, EEEASHRERE OMETE#REEREIERBRGE 2017)
(FISA Amendments Reauthorization Act of 2017) ., %% & {EXF 1978 £Ei@EL Y {4k
R A% HEAT BT, ASGHAMNEE IR AR . e A ORI i) 5T S b
£, A RER 2SR 702 2R HIA RO AR A FE N BF .

D WGBS B ERRRT . RIZENME, SRR 5 E KGR
R E, KRG 3£ R R TUE IE R E R E W, XT3 &k E
A REER A WAL . BRI AR (FBI) AR/ T 5 [ 5% & A T AR 311
FERE T [ A RAVBASE S, BRAEIRAT 2 A A A B p i 15 12 N 25 ) 745 B
AR B I A o B 8™ L N B

2) WIHAIEIRAR S G R 5 PR 129 AR 702 23R A 2.
JEIN b AN BEAE g da 55 [ 28 BRI A0 TR (0 E 45 56 FH o BR AR FBI 3R43 T 4R i #2
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FEMIR R B KN A EE B S E R 2 4aH R%,

3) BOR B EAN T IR E AT IR . 2EE, BENA SRR
IS 1) 56 [EVEREATBUR A % E S EMZE ALy, BLRAUBE I 2B 7] 2:28 R 234
AERT b B it L M A A DR

4) R [ 5 2 A JR AR 4 JR B M AT B R AT A I H B AR B 5o

5) H43 702 2 MA RUHE K A 2023 4 12 1 31 H. 3&[HEE 2 W 7E 2008 4
BT (OMEE R IR 5 702 %, BALSE [ E 5K w1 A R TETE R RAFER AL
(15 0 T At AT DU FE 58 bR A EE N L2, AT 2018 4F 1 H 19 HEIM . k(s
20 HA RO N DA AE K 75k o 5% R HRLA A B 4 SE7E 1A AL i, e
15 36 [ 8540 H bR ) F AT 4045 250815

ErxHziEfEn, 173 19 H, AERKKRSEER: RGN TR E K %
R REE, LG K 5 A5 E R 3 SN2 A ARAME 737 1 B . SR
RIVFIPR Bk, 36 EAER: E 1T T B A RO #2000 E B AREE . 5 702
FONUEFRAE T B EERALR . BRAh, FIEFRIR, 5 702 Ty E A RERME T IRA )
HIRSRAORAP, 5 702 1 fir A g B M W AR B2 4B E N, AR E 2
A RAL TR ERIAMNE N Ak, RIEEE 702 5 B E AT A 0 A 30 36 [H
A RHEAS BT W, Z0EBAL T — BRI R E A R R . (A%
5 =TT 4% 22 A 7T R O g )

R IR

https://www.congress.qov/bill/115th-congress/senate-bill/139/text

F1E P L

https://www.whitehouse.gov/briefings-statements/statement-president-fisa-amen
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